Trién khai Cloudflare
Tunnel tréen Proxmox

Trong phan nay ching ta sé thuc hién cai dat cloudflared agent trén moét CT trén Proxmox va sau
dé la cau hinh hinh Cloudflared Tunnel trén Cloudflare

Phan thuc hién nay sé loai bd Nginx Reverse Proxy dang st dung. Nén hdy dam bdo ban cé quyén
truy cap khac ngoai s dung domain name.

Ok. Let's go!

Chuan bi

T?t NPM va ?6ng c?ng

P& dam bao chac chan céc setup tiép theo hoat dong ding va tranh trudng hop setup sai nhung
van truy cap dugc théng qua NPM minh khuyén cdo nén thuc hién 2 viéc sau:

e Déng cac port 80, 443 da mé trén router
e Tat CT NPM hodc disable cadc domain trén NPM

Trong lGc thuc hién nén disable cdc domain trén NPM trudc dé c6 thé clu dugc néu gap 16i. Sau khi
setup tat ca thanh cong thi déng cong va x6a NPM sau.

T?i CT Templates

Truy cap PVE web > Storage I ocal > CT Templates > Templates > Tai debian-12-standard (version
12.12-1) > Download



Type Package Version  Description
E Section: mail (2 tems)
Ixe proxmox-mail-gateway-9.0-standard 9.0-1 Proxmox Mail Gateway 9.0
xe proxmox-mail-gateway-8.2-standard 821 Proxmox Mail Gateway 8.2
E Section: system (16 ltems)
opensuse-15.6-default 20240910 LXC default image for opensuse 15.6 (20240910)
almalinux-9-default 20240911 LXC default image for almalinux 9 (20240911)
debian-13-standard 1312 Debian 13 Trixie (standard)
debian-12-standard 12121 Debian 12 Bookworm (standard)

fedora-42-default 20250428 LXC default image for fedora 42 (20250428)

20250508 LXC openrc image for gentoo current (20250508)
24042 Ubuntu 2404 Noble d)
20240828 LXC default image for centos 9-stream (20240828
20240912 LXC default image for rockylinux 9 (20240812)
50 Devuan 5 (standard)
26041  Ubuntu 25.04 Plucky (standard)
22041 Ubuntu 22.04 Jammy (standard)
rockylinu-10-defauit 20251001 LXC default image for rockylinux 10 (20251001)
alpine-3.22-default 20250617 LXC default image for alpine 3.22 (20250617)

T?0CT

Trong phan tao CT nay chi nhac dén nhitng muc quan trong can luu y. Nhirng muc khéc cé thé dé
default.

General

.
o Unprivileged container: Nén tich chon (néu chua tick)
o Nhé dién password méi next duoc,

e Template
o Chon template vua tai

e Disks

o 2 -4GiB
e CPU
o 1 core

e Memory
o Memory (MiB): 512
o Swap (MiB): 512
e Network
o IPv4 Static
o IPv4/CIDR: 192.168.1.xxx/24
o Gateway (IPv4): 192.168.1.1
e DNS
o 8.8.8.8
e Confirm > Finish

C?u hinh CT

Chon CT da tao va Start né.
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Tai man hinh console hdy dang nhap véi account root va password da tao & budc trén.
Cép nhéat hé thong va cai curl (can dé tai cloudflared)

e apt update && apt upgrade -y

e apt install curl -y

CT nay can chay thi méi cé thé tao ra tunnel. Vay nén chac chan ban sé muon né dugc khéi dong

cung v@i proxmox. Hay truy cap Options > Start at boot > Enable

Tao va két ndi Tunnel

Trén Cloudflare

DE cai dat Tunnel ching ta sé can lam viéc véi Zero Trust. Nén hay truy cap

https://one.dash.cloudflare.com/

Zero Trust > Networks > Connectors > Create a tunnel > Select Cloudflared
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Pién tén cula tunnel > Next

Tiép theo, chon hé diéu hanh ma chiing ta dang cai tunnel. O day dang cai trén template Debian
nén chon Debian (64-bit). Trén clra s6 nay Cloudflare sé cho chiing ta I1énh cai dat trén Debian.

-



https://one.dash.cloudflare.com/
https://knowledge.thanhdv.com/uploads/images/gallery/2025-11/hDMscreenshot-2025-11-24-100545.png

Select tunnel type > Name your tunnel > Install and run connectors > Route tunnel

Choose your environment
Choose an operating system:

C et | e | Oome | dwr | o]

Choose an architecture:

o EmEm

Install and run a connector

Store your token carefully. This command includes a sensitive token that allows the connector to run. Anyone with access to this token will be
able to run the tunnel.

# Add cloudflare gpg key
sudo mkdir -p --mode=@755 fusr/share/keyrings
curl -fssL https://pkg.cloudflare.com/cloudflare-public-v2.gpg | sudo tee fusr/share/keyrings/cloudflare-public-v2.gpg
»/dev/null

# Add this repo to your apt repositories
echo "deb [signed-by=/usr/share/keyrings/cloudflare-public-v2.gpg] https://pkg.cloudflare.com/cloudflared any main” |
sudo tee fetc/apt/sources.list.d/cloudflared.list

# install cloudflared
sudo apt-get update && sudo apt-get install cloudflared

cloudflared tunnel run --
token eylhIj

Trén Proxmox

Tré vé may chu PVE, tai console cla CT da cai dat va chay lan luot tUung I&énh trén. (Néu da dang
nhap véi account root thi bd sudo trong Iénh)

Sau khi chay xong sé thay trong clra s6 Cloudflare xuat hién Connectors nhu hinh la OK.

Connectors

Connector ID Status Version

47f5988d-avb2b-41b0-b629-372b31021cd2 2025.11.1

cloudflared 1 7 & f a 7 313a8-3972-4353-b632-ca90bdob9bad HEALTHY 3 minutes

Cau hinh Routing

Phan nay chuing ta sé cau hinh dé€ domain name tro vé ding dia chi IP local cla ting dich vu.
Quay lai véi Cloudflare, chon Tunnel ma ching ta da tao & phan trén va chon Edit né.

Di téi Publ i shed application routes va thuc hién thém mdi.
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Published application routes

Add a published application route for Test

Hostname

Subdomain Domain Path

demo - | thanhdv.com > ¥ © ptional) path
DNS Record for demo.thanhdv.com will be created

Service
Type URL

v | 4/ 192.168.1.88:9902

Additional application settings »

Théng tin co ban cé thé dién nhu trén. Cé vai truong hop ching ta can luu y nhu sau:
K?t n?2i HTTP
Véi da phan céc dich vu chiing ta sé sir dung két néi HTTP nay. Phan ma hoda da dugc tunnel lo.

Thong tin, chi can dién nhu trén va Save lai la xong.

Luu y véi Synology/XPEnology
Khi truy cap téi dsm cé thé sé gap 16i "Too many redirects".

Né&u gap 16i nay hay, tgi DSM > Control Panel > Login Portal > DSM > Tat "Automatically
redirect HTTP connections to HTTPS for DSM desktop"
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K?t n?1 HTTPS

Mot s6 trang nhu Proxmox VE sé yéu cau bat budc sir dung HTTPS vdéi Self-signed certificate. V6i
két ndi loai nay sé mac dinh bi Cloudflare tur chéi. Vay nén ching ta can config dé bo qua budc nay.

Lan nay vdi trong Additional application settings > TSL > Bat No
TLS Verify > Save.

Additional application settings ~

TLS ¥

Origin Server Name Null

Hostname that cloudflared should expect from your origin server certificate.

Certificate Authority Pool Null

Path to the certificate authority (CA) for the certificate of your origin. This option should be used only if your certificate is not signed by
Cloudflare.

No TLS Verify

Disables TLS verification of the certificate presented by your origin. Will allow any certificate from the origin to be accepted.

TLS Timeout . seconds

Timeout for completing a TLS handshake to your origin server, if you have chosen to connect Tunnel to an HTTPS server.

HTTP2 connection OFF

Attempt to connect to origin using HTTP2. Origin must be configured as https.
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Ok, nhu vay la xong réi. Hdy dam bao la da déng céng trén router va disable thu domain trong NPM
trudce khi test thir véi dia chi vira config. NEu truy cap thanh cong la cé thé xod NPM réi day :D
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