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Téng quan vé CI/CD

Cl (Continuous Integration)

Khai niém: La thuc hién tu dong hoa viéc tich hop cac thay déi tir mét hodc nhiéu vao mét kho
chtra (repository) chung duy nhat.

Muc tiéu: Ty dong hoa mot quy trinh khi developer commit va push code |Ién repository. Quy trinh
nay thuong bao gém:

- Checkout code: Ldy ma ngudn mdai nhat

- Build: Build thanh file sdn pham cé thé chay duogc (apk, exe,...)

- Test: Chay kiém thir d€ ddm bao cac thay déi khong gay ra 16i.

Loi ich: Phat hién sém cac xung dot va 16i tich hgp, dam bdo code ¢ nhanh chinh ludn & trang thai
6n dinh va cé thé build dugc.

CD (Continuous Delivery/Deployment)

Khai niém: Mé& rong tir Cl, CD la tu dong hoa viéc phat hanh pham mém da dugc build va kiém tu
thanh céng. CD cé 2 khai niém con:

- Continuous Delivery: Sau khi Cl thanh coéng. San pham sé dugc ty dong dong gdéi va chuén bi
san sang cho tri€n khai ra méi truong thuc té. Tuy nhién, budc trién khai ra moi truong thuc técan
c6 su phé duyét tha cong.

- Continuous Deployment: Hé théng tu dong tri€n khai phién ban build thanh céng ra méi trudng
production makhoéng can phé duyét tha coéng.

Muc tiéu:Gidm thiéu rui ro va cong stictrong qua trinh phat trién san pham. DPam bao moi ban
build thanh c6ng déu c6 thé dugcphat hanh mot cdch nhanh chdéng va dang tin cay.

Loi ich:Tang técphéat trién tinh ndng va ban va 16i t6i ngudi dung,giam thiéu 16ido con ngudi trong
qua trinh phat trién thu cong.

Tai sao can CI/CD

Phat trién game véi Unity cé nhitng dac thu ki€n CI/CD tré nén cuc ky hitu ich:

- Téi uu thoi gian: Véi nhing du én 16n, nhiéu assets thudng sé mat nhiéu thoi gian dé€ build. Viéc
tu dong hod gilp gidi phdng may tinh cta developer, build bang cdc may chuyén dung.

- Build da nén tang: Unity ho tro build da nén tang. CI/CD cho phép tu ddng hoé viéc build cho tat
cd cac nén tdng moét cach nhat quan.



- Quan ly mdi truong build: M6i nén tang yéu cau cac SDK va cau hinh moi truong riéng. CI/CD
gilp ddm bao moi truong build ludén dugc thiét 1ap dung va nhat quan.

- Dam bdo chat luong: Tu déng chay Unity Test Framework trong pipeline CI gitp phat hién 10i
sém hon.

- Cai thién sy hop tac: Dam bao rang moi thanh vién trong team luén lam viéc trén mot code
base cé thé build dugc va da qua kiém thi co ban.

- Phat hanh nhanh chéng va nhat quan: Ty dong hoa viéc tap cac ban build cho QA, beta
testers hoac phat hanh chinh thic Ién céc clra hang Ung dung.

Cac thanh phan cua hé thong CI/CD
cho Unity.

- Version Control System: Hé thong quan ly phién ban (GitHub, Gitlab, Bitbucket...). Day la nai
luu trir code cling nhu diém khéi dau dé kich hoat pipeline CI/CD/

- C1/CD platform: Dich vu hoac phan mém diéu phdi toan bd quy trinh (Jenkins, Gitlab CI/CD,
Github Action, Unity Cloud Build, Azure DevOps...)

- Build Agent/Runner: M3y tinh (vat ly hodc d0) dugc cai dat Unity Editor, cidc SDK can thiét va
phan mém cua CI/CD platform dé thuc thi cadc cong viéc build va test.

- Testing Framework: Unity Test Framework dé€ viét test va chay cac bai ki€m thir ty dong.

- Artifact Storage: Nai luu trir cdc sdn pham dugc build.



Chuan bi hé théng cho
Cl/CD

Version Control System

S&r dung cac hé thong quan ly source code théng thuong nhu GitHub, Gitlab.

Cl/CD platform

Options

Cloud-based:

- Github Actions: Hé théng CI/CD cua Github (free 2000min/month)

- Gitlab CI/CD: Hé théng CI/CD cua Gitlab (free 400min/month)

- Azure DevOps: Hé thong CI/CD cua Microsoft tuong thich véi cac hé thong st dung hé sinh thai
Azure (free 1800min/month)

- Unity Cloud Build: Hé thong CI/CD cua chinh Unity (free 200min/month

Self-hosted
- Gitlab

- Azure

- Jenkins

Choice

Lua chon st dung self-hosted véi Jenkins.

Ly do:

- M3 nguén md, mién phi.

- La céng cu phé bién => cdng déng I6n => nhiéu ho tro.

- Kha nang mé réng cao (H6 trg nhiéu plugins)

- H6 trg da nén tang.

- C6 thé cai trén Docker, tan dung hé théng XPEnology cé san.

Build Agent/Runner



S& dung may tinh chay Windows 10, Macbook Air M1 c6 san.

Testing Framework

Unity Test Framework (chua s dung - c6 thé tich hgp sau)

Artifact Strorage

S dung Synology Drive cé san va Google Drive.



Cai dat Jenkins Master
tren Docker

Jenkins nay dugc cai dat trén Docker trén server XPEnology.

Step 1: Cai dat Jenkins.

Lan 1 minh cé cai truc ti€p thdng qua Container Manager trén DSM nhung sau khi cai xong khéng
thé truy cap dén Container dang chay.

Lan 2 cai théng qua Iénh docker run sau day
docker run\
--name Jenkins-Controller \
--detach \
--volume /volumel/docker/Jenkins:/var/jenkins \
--publish 8080: 8080 \

--publish 50000: 50000 \
jenkins/jenkins:lts-jdk21

Pac biét, dong Iénh “--vol ume /vol unel/ docker/ Jenkins: /var/jenkins \ " dung dé€ anh xa thu muc
host va container. Dam bao moi d{ liéu cla Jenkins dugc luu trir vao thu muc
/ vol unel/ docker/ Jenkins trén DSM va sé khong bi mat di khi container dirng hoac xoa.

Step 2: Cai dat Plugin

Tai day do chua tim hiéu dugc d€ cau hinh CI/CD cho Unity can nhiing plugin nao nén minh chon
“Install suggested plugins”.

Céc plugin can thiét cé thé cai dat sau.
Pa cai thém
- Blue Ocean: M6t giao dién hién dai, truc quan, gilp dé dang quan ly va st dung Jenkins

- Email Extension: GUi email thong bdo.
- Discord Notify: Gui thong bao qua discord.

Step 3: Cai dat Jenkins URL



Tao ching chi SSL
- Trén DSM truy cap Control Panel -> Security -> Certificate.
- Tao moét Certificate méi véi domain name la tén mién muén tao certificate (& day la

j enki ns. t hanhdv. com).

Tao Reverse Proxy dé xu ly truy cap. Cho phép truy cdp qua j enkins. t hanhdv. comthay vi

t hanhdv. com 8080

- Trén DSM truy cap Control Panel -> Login Portal -> Advanced -> Reverse Proxy va tao
mdi.

- General:

+ Description: Bat tén gogi nhg, mo ta (& day minh dat la Jenkins)

- Source (Setup cho truy cap tu bén ngoai)

+ Protocol: HTTPS

+ Hostname: jenkins.thanhdv.com

+ Port: 443

+ Enable HSTS: Bat dé tang bdo mat.

- Destination

+ Protocol: HTTP (vi Jenkins trong docker dang chay HTTP)

+ Hostname: localhost

+ Port: 8080 (8080 Ia mac dinh. Néu thay bang port dugc setup trong lic cai dat Container).

Gan ching chi cho Reverse Proxy
- Quay lai Control Panel -> Security -> Certificate.
- Config ching chi jenkins.thanhdv.com da tao & trén cho dich vu jenkins.thanhdv.com.

Dién https://jenkins.thanhdv. comVvao Jenkins URL néu dang trong qua trinh cai dat ban dau hoac
truy cap Manage Jenkins -> System -> Jenkins Location -> Jenkins URL



Cai dat Jenkins Agent
tren Windows 10

Step 1: Cai dat phan mém can thiét
JDK: JDK la can thiét dé chay tién trinh cla Jenkins Agent. Tai day minh s dung JDK 21.

Git: Git dé cap nhat code tir cac repo

VSCode: Code editor d€ stra code néu can thiét.

Unity: UnityHub, Unity Editor, va cadc module can thiét

Va cudi cung la tao thu muc lam viéc riéng cho JenkinsAgent (¢ day la C:\JenkinsAgent)

Step 2: Tao Node Agent trong Jenkins
Controller

Truy cap Manage Jenkins -> Nodes va tao mét Node méi.

Luu y:

- Permanent Agent phu hgp véi case hién cé. Tuc la mot agent luén san sang. D& phan biét vai
Dynamic Agents.

- Number of executors: s6 lugng build dong thoi cé thé chay trén agent.

- Remote root directory: duong dan dén thu muc lam viéc da tao & budc trén ¢\ Jenki nsAgent .
- Labels: Nhan phéan loai cac agent. Sau nay trong Jenkins file sé dung label dé chij dinh job chay
trén agent nao (agent { label 'windows && unity' })

- Usage la cach Jenkins |én lich sir dung agent nay.

- Launch method: phuong thic két noi.

- Availability: Kiém soat khi nao Jenkins bat dau, két thidc agent nay.

Step 3: Két ndi Agent

Truy cap vao node vlra tao théng qua Manage Jenkins -> Nodes ta sé thay hudng dan két noi
bang command line.



Chon command line phu hop réi chay trén may Agent qua cmd.

Khi chay Iénh “curl.exe -sO https://jenkins.thanhdv. confjnlpJars/agent.jar & java -jar agent.jar -
url https://jenkins.thanhdv.conm -secret 73a6b19....e63df7 -nane "Unity-W ndowsAgent" -webSocket -

workDi r " C:\ Jenki nsAgent"” gap |6i khong thé két néi do truy cap théng qua reverse proxy. Dé khac
phuc thi khong truy cap thong qua reverse proxy nta ma truy cap qua port nhu thong thudng.
Thay https://jenkins. thanhdv. combang http://thanhdv. com 8080

Lénh chinh xac can chay la

curl.exe -sO http://thanhdv. com 8080/ | nl pJars/agent.jar & java -jar agent.jar -url
http://thanhdv. com 8080/ -secret 73a6bl193f2a487ccf lccf5b494691be0319371e44ed67c4bab29835363e63df 7 -
nanme "Unity-WndowsAgent" -webSocket -workDir "C:\Jenki nsAgent"

Step 4: Chay JenkinsAgent nhu mot
service cua Windows (tuy chon)

Lénh trén chi chay khi cra s6 cmd dang bat gay bat tién. Thé nén dé€ sir dung mot cach thuan thién
hon minh sé cai dat né nhu mét service st dung WinSW

Tai WinSW trén Github va luu vao folder cua Jenkins Agent (C:\JenkinsAgent)
Dai tén file sao cho cdé y nghia, vi du nhu j enki ns-agent . exe

Tai file agent.jar qua dudng dan trén http: //thanhdv. com 8080/ j nl pJars/agent .jar €6 thé thay &
command line. Luu vao cung thu muc lam viéc véi WinSW

Tao file xml véi ndi dung nhu sau:

<servi ce>
<i d>Jenki nsAgent Uni t yW n</i d> <nane>Jenki ns Agent (Unity W ndows) </ nane> <descri pti on>Ch?y

Jenkins agent ?? build Unity trén may Wndows nay, k?t n?i t?i Jenkins Controller.</description>

<execut abl e>%J AVA_HOVE% bi n\ j ava. exe</ execut abl e>
<ar gunent s>- Xnx512m -jar agent.jar -url http://thanhdv.com 8080/ -secret
73a6b193f 2a487ccf 1ccf 5h494691be0319371e44ed67c4bab29835363e63df 7 -nanme "Uni ty- W ndowsAgent " -

webSocket -workDir "C:\Jenki nsAgent"</argunents>
<l og node="roll-by-size">
<si zeThreshol d>10240</ si zeThr eshol d> <keepFi | es>5</ keepFi | es> </ | 0g>
<wor ki ngdi rect or y>C: \ Jenki nsAgent </ wor ki ngdi r ect ory>

</ service>

Luu y:

File xml can dat tén giong vdi file exe phia trén (chi khac phan mé rong xml va exe).
<executable> la duong dan dén java.exe. Néu chua cé bi€n moi trudng JAVA HOME thi can thém
vao trong Windows.

<arguments> ch(ra day du cac tham sé trén command line. Phan tU phia sau ky tu &
<workingdirectory> la dudng dan dén thu muc lam viéc cua Jenkins Agent.

Cai dat service
- M6& cmd trong clra s6 thu muc cla JenkinsAgent hodc dung Iénh cd d€ chuyén dén thu muc lam



viéc cla JenkinsAgent

- Chay Iénh .\jenkins-agent.exe install dé cai dat.

- Chay ti€p Iénh .\jenkins-agent . exe start dé€ chay service (Hoac chay trong cla sé services.msc
tim tdi tén service Jenkins Agent (Unity Wndows) setup trong file xml)

- Kiém tra trén Jenkins (Manage Jenkins -> Nodes) néu thay nodes online tlc la da thanh cong.
- Setup service auto restart. Trong clra s6 services.msc -> Recovery. Chuyén tat ca cac truong “
First failure”, “Second failure”, “Subsequent failures” thanh “Restart the Service”

- G& cai dat service bang Iénh .\jenki ns-agent . exe uninstall
- Néu chay service gap 16i c6 thé kiém tra céc file log trong thu muc cai dat cla service (trong
truong hgp nay la C:\JenkinsAgent)



Cai dat Jenkins Agent
tren Proxmox VE

Step 1: Khoi tao Container

e Tai template: Trén PVE tai template Ubuntu 24.04

e Tai CT vGi template Ubuntu vua tai vé
o CPU: 2 - 4 core
o RAM: 2048 MB (Swap 512 MB)
o Disk: 16GB (c6 thé mé réng thém néu can)
o Network: sir dung Static IP dang 192.168.1.100/24 (nhé dién Gateway
192.168.1.1)
e Ok, Create and Start container vua tao.

Step 2: Thiét Iap moi truong cho
Agent

Dang nhap vao Agent vaGi quyén root va mat khau da tao.
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e Cai dat cac tools can thiét:
o apt update && apt upgrade -y // Update cac package ?a& c6 trong h? th?ng
o apt install openjdk-17-jdk git curl -y // Cai ??t JDK, Gt, cur
e Tao user riéng cho jenkins
o adduser jenkins // T?o0 user tén la jenkins
e Tao thu muc lam viéc va cap quyén cho j enki ns
o nkdir -p /var/jenkins_hone // T?o0 th? nfc jenkins_hone
o chown -R jenkins:jenkins /var/jenkins_home // C?p quy?n cho user jenkins
e Chuyén SSH tur Socket sang Service (Mac dinh SSH sé & socket, chi hoat déng khi cé yéu
cau. D€ tranh gap 16i trong qua trinh ty dong thi nén chuyén sang Service)
o systenctl stop ssh.socket
systenct!l di sabl e ssh. socket

systenctl enable ssh.service
systenct!| start ssh.service

Step 3: Thiét Iap SSH Key

Tao SSH Key dé Jenkins Master c6 thé ra Iénh cho Agent ma khéng can nhap mat khdu mai khi can
build.

# Chuy?n sang user jenkins

su - jenkins

# T?0 key (khdéng ??t passphrase)
ssh-keygen -t rsa -b 4096 -f ~/.ssh/id_rsa

# T? c?p quy?n cho chinh mnh (Authorized Keys)
cd ~/.ssh

cat id_rsa.pub >> authorized_keys

chnmod 700 ~/. ssh

chnod 600 ~/.ssh/authorized_keys

# H ?n th? Private Key ?? copy vao Jenkins Master
cat id_rsa

Step 4: Tao Node magi trén Jenkins
Master

e Tao Credentials mdi loai SSH Username with private key véi Private Key vira lay 6
budc trén.
o Chd y domain la global

e Tao Node. Jenkins Master > Manage Jenkins > Node > New Node
o Remote root directory: /var/jenki ns_home (thu muc lam viéc da tao & trén)

Label: label bat ky dé dung trong jenkinsfile.

Host: IP cla Agent da tao & Buéc 1.

Host Key Verification Strategy: Chon "Non-verifying Verification Strategy".

o

o

o



e Ok tao Node. Néu cé respond nhu hinh thi tic la da tao va két néi thanh cong. Néu khdéng
thi kiém tra log dé biét van dé.

Free Free -
Difference Disk Jemp P e
- Space Space

Architecture

Linux (amd64} In sync 1.29 TiB 0.49 Gi 1.29TiB

Linux (amd6e4) In sync 13.00 GiB MiB 13.00 GIiB

Data obtained 0.16 sec 0.15 sec 0.16 sec 0.15 sec 0.16 sec

Step 5: Update Jenkinsfile

e Thay d6i chinh so véi Agent Windows:
o bat > sh

odel ITF/Q>rm-f
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