Cai dat OpenClaw bang
Portainer

Muc tiéeu

Tai liéu nay huéng dan cai OpenClaw bang Portainer véi Stack trén Web editor.
Hudng dan phu hop cho 2 kiéu trién khai:

Kiéu 1: Docker host + NAS

e Docker chay trén mot mday Ubuntu
e Config/workspace luu trén NAS mount vao Docker host

Ki€u 2: Mét may duy nhat

e Docker, config, workspace déu luu trén cung moét may

Sau khi hoan t?t

e OpenClaw container: openclaw-gateway
Port: 18789

Domain vi du: https://oclaw.example.com
WebSocket URL: wss://oclaw.example.com
Quan ly stack: Portainer Full Control

Mo hinh truy c?p qua domain

Client Browser
! HTTPS / WSS
Nginx Proxy Manager
! HTTP / WebSocket
Docker Host
l
OpenClaw Gateway Container

Tém tat nhanh



Cac budc chinh:

Chon kiéu luu dir liéu: NAS hodc mot may

Tao thu muc dir liéu

Tao Gateway Token

Tao Portainer Stack bang Web editor

Nhép bi€n mbi truong cho diing duong dan luu trir
Deploy OpenClaw Gateway

Compose tu tao config ban dau trudc khi start gateway
Cau hinh NPM reverse proxy + WebSocket

Truy cap domain HTTPS

Approve device pairing néu can

. Quan ly stack bang Portainer dé€ gilr Full Control
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Chuan bi théng tin méi truéng
Trudc khi lam, can xac dinh céac gia tri sau.
Vi du trong bai:

Docker Host IP: 192.168.1.103

Nginx Proxy Manager IP: 192.168.1.102
Domain OpenClaw: oclaw.example.com
OpenClaw port: 18789

Chon kiéu luu dit liéu

Ki?u A — Docker host + NAS

Dung khi Docker chay trén mot may Ubuntu, con d{t liéu 16n hoac workspace Iuu trén NAS.

Vi du:
Confi g: / mt / dsm docker/ OpenCl aw/ config ? L?u file c?u hinh Qpend aw
Wor kspace: /mt/dsnf docker/ OpenC aw/ wor kspace ? L?u wor kspace, file lamvi?c, nmenory, context
Aut h: / opt / appdat a/ opencl aw/ auth ? L?u auth secret |ocal trén Docker host

Ki?u B — Cai toan b? trén m?t may

Dung khi khong c6 NAS, moi thir luu trén chinh Docker host. Ki€u nay don gidn hon, phu hop véi
VPS, mini PC, hoac homelab mét may.

Vi du:



Confi g: / opt / appdat a/ opencl aw/ config ? L?u file c?u hinh Opend aw
Wor kspace: /opt/appdat a/ opencl aw wor kspace ? L?u workspace, file |amvi?c, nmenory, context
Aut h: / opt / appdat a/ opencl aw/ auth ? L?u auth secret |ocal trén Docker host

m A

Tao thu muc du lieu

N?u dung NAS

sudo nkdir -p /mt/dsnl docker/ OpenCl aw config
sudo nkdir -p /mt/dsnf docker/ QpenCl aw wor kspace
sudo nkdir -p /opt/appdatal/opencl aw aut h

sudo chown -R 1000: 1000 / mt/dsm docker/ Qpend aw
sudo chown -R 1000: 1000 /opt/appdat a/ opencl aw

Céc dudng dan dung trong Portainer:

OPENCLAW CONFI G_HOST_DI R=/ mt / dsm docker / OpenC aw/ confi g
OPENCLAW WORKSPACE_HOST_DI R=/ mt / dsmi docker / Opend aw wor kspace
OPENCLAW AUTH_HOST_DI R=/ opt / appdat a/ opencl aw/ aut h

N?u cai toan b? trén m?t may

sudo nkdir -p /opt/appdatal/openclaw config
sudo nkdir -p /opt/appdatal/opencl aw wor kspace
sudo nkdir -p /opt/appdatal/opencl aw auth

sudo chown -R 1000: 1000 / opt/ appdat a/ opencl aw
Céc duong dan dung trong Portainer:

OPENCLAW CONFI G_HOST_DI R=/ opt / appdat a/ opencl aw/ confi g
OPENCLAW WORKSPACE_HOST_DI R=/ opt / appdat a/ opencl aw wor kspace
OPENCLAW AUTH_HOST_DI R=/ opt / appdat a/ opencl aw/ aut h

Tao Gateway Token

Chay trén Docker host:

openssl rand -hex 32
Vi du output:

aabbccddeef f 00112233445566778899aabbccddeef f 00112233445566778899
Copy token nay lai. Lat nira sé nhap vao Portainer véi bién:

OPENCLAW GATEWAY_TOKEN



Token nay dung dé€ dang nhap OpenClaw Control UI.

Tao OpenClaw Stack trong Portainer

Vao Portainer > Stacks > Add stack
Thiét lap:

e Name: openclaw
e Build method: Web editor

Dan compose sau vao Web editor:
Dan compose sau vao Web editor:

services:
opencl aw gat eway:
i mage: ghcr.i o/ opencl aw opencl aw. | at est
cont ai ner _nane: opencl aw gat eway
restart: unl ess-stopped
init: true

envi ronnent :
TZ: Asi a/ Bangkok
HOVE: / home/ node

OPENCLAW STATE DI R / hone/ node/ . opencl aw

OPENCLAW CONFI G_DI R / hone/ node/ . opencl aw

OPENCLAW CONFI G_PATH: / home/ node/ . opencl aw opencl aw. j son
OPENCLAW WORKSPACE_DI R: / hone/ node/ . opencl aw wor kspace
OPENCLAW AUTH_PROFI LE_SECRET_DI R:  / hone/ node/ . confi g/ opencl aw

OPENCLAW GATEWAY_TOKEN:  ${ OPENCLAW GATEWAY_TOKEN}
OPENCLAW DI SABLE_BONJOUR " 1"

OPENCLAW DOMVAI N ${ OPENCLAW DOVAI N}
OPENCLAW TRUSTED_PROXY_| P ${ OPENCLAW TRUSTED_PROXY_| P}

vol unes:
- ${ OPENCLAW CONFI G_HOST_DI R} : / hone/ node/ . opencl aw
- ${ OPENCLAW WWORKSPACE_HOST_DI R} : / hone/ node/ . opencl aw/ wor kspace
- ${ OPENCLAW AUTH_HOST_DI R}: / hone/ node/ . confi g/ opencl aw

ports:
- "18789:18789"

extra_hosts:
- "host . docker.internal: host - gat eway"

cap_drop:
- NET_RAW
- NET_ADM N

security_opt:
- no-newprivileges:true

command:
- sh



- -lc
-
node dist/index.js config set --batch-json "[
{\"path\":\"gateway. node\",\"value\":\"local \"},
{\"path\":\"gateway. bi nd\",\"value\":\"l an\"},
{\"path\":\"gateway.control U . al | oM nsecureAut h\",\"val ue\": fal se},
{\"path\":\"gateway.control U . al | onedOrigins\",\"value\":[
\"https://${ OPENCLAW DOVAI N}\ ",
\"http://127.0.0.1:18789\",
\"http://1ocal host: 18789\"
1},
{\"path\":\"gateway. trustedProxies\",\"val ue\": [\"${ OPENCLAW TRUSTED_PROXY_I P}\ "]}
E

exec node dist/index.js gateway --bind lan --port 18789

heal t hcheck:
test:

[
"node",
"ot

"fetch('http://127.0.0.1:18789/ heal thz').then(r=>process.exit(r.ok?0:1)).catch(()=>process.exit(1))"
]

interval: 30s
timeout: 5s
retries: 5
start_period: 30s

Dié€m quan trong cia compose nay:

e Trudc khi start gateway, container tu chay: node dist/index.js config set
e Sau dé mdai chay: node dist/index.js gateway --bind lan --port 18789

Nh& vay, cai méi sé khong bi 16i Missing config do thu muc config tréng.

Thém bién moi truong trong
Portainer

Trong phan Environment variables cla Portainer, thém cac bién dudi day réi nhan Deploy the
stack

N?u dung NAS

OPENCLAW GATEWAY_TOKEN=t oken_v?a_t ?0 ? Token dung ?? ??ng nh?p Control Ul
OPENCLAW DOVAI N=ocl aw. exanpl e. com ? Domai n dung ?? truy c?p OpenCl aw, khéng c6 https:// phia tr??c
OPENCLAW TRUSTED_PROXY_| P=192. 168. 1. 102 ? | P c?a Ngi nx Proxy Manager nhin t? OpenCl aw Gat eway

OPENCLAW CONFI G_HOST_DI R=/ mt / dsm docker / OpenCl aw/ confi g
OPENCLAW WORKSPACE_HOST_DI R=/ mt / dsni docker / Opend aw wor kspace
OPENCLAW AUTH_HOST_DI R=/ opt / appdat a/ opencl aw/ aut h



N?u cai toan b? trén m?t may

OPENCLAW GATEWAY TOKEN=t oken_v?a_t ?0
OPENCLAW DOVAI N=ocl aw. exanpl e. com
OPENCLAW TRUSTED_PROXY_I P=192. 168. 1. 102

OPENCLAW CONFI G_HOST_DI R=/ opt / appdat a/ opencl aw/ confi g
OPENCLAW WORKSPACE_HOST_DI R=/ opt / appdat a/ opencl aw/ wor kspace
OPENCLAW AUTH_HOST_DI R=/ opt / appdat a/ opencl aw/ aut h

Kiém tra trang thai Gateway

Chay trén Docker host:
docker logs --tail 80 openclaw gat eway
NéEu thay:
[ gat eway] ready
la OpenClaw Gateway da chay thanh céng.
Ki€m tra health:

curl -fsS http://127.0.0.1: 18789/ heal t hz
curl -fsS http://127.0.0.1: 18789/ readyz

Né&u lénh trd vé OK hoac JSON hop |é thi gateway da san sang.
Xem log realtime:

docker logs -f opencl aw gat enay

Cau hinh Nginx Proxy Manager

Trong Nginx Proxy Manager, tao hodc stra Proxy Host:

Donai n Nanes: ocl aw. exanpl e. com

Schene: http

Forward Hostnane / |P: 192.168.1.103 ? | P c?a Docker host ch?y OpenC aw
Forward Port: 18789

Websockets Support: ON

Bl ock Common Exploits: ON

Tab SSL.:



Request a new SSL Certificate ho?c ch?n certificate ?& co6
Force SSL: ON
HTTP/ 2 Support: ON

Truy cap OpenClaw qua domain

M& trinh duyét https://ocl aw. exanpl e. com
bién:

e WebSocket URL: wss://oclaw.example.com
e Gateway Token: token da tao & buéc 6
e Password: bd tréong

Sau dé bam Connect

NéEu thiét bi hoac trinh duyét nay chua tirng dugc approve, OpenClaw cé thé yéu cau device
pairing.

n ~7 ] 7 m
Approve thiéet bi moi
Ban cé thé truy cap Portainer > Containers > openclaw (container ma ban dé cai) > Console
Tai day ban chay cac Iénh

/1 L?y danh séach thi?t b? Paired va thi?t b? Pending
opencl aw devi ces |i st

/1 Thay 0883e383- 3e7d- 4abb- af 40- 65a52296a04c b?ng request th?c t? ma b?n th?y
opencl aw devi ces approve 0883e383-3e7d- 4abb- af 40- 65a52296a04c

Sau dé quay lai browser va bam Connect lai.

Phu luc

Ghi chd b?0 m?t

OpenClaw la agent gateway, cé thé két néi tool, browser, file, memory va automation. Khdng nén
public rong rai néu chua cé I6p bdo vé phu hap.

Khuyén nghi toi thiéu:

e Lubn dung HTTPS
e Khoéng bat allowlnsecureAuth khi dung domain
e Gilt Gateway Token



e Gilr Device Pairing
e Bat WebSocket qua NPM
e Dung NPM Access List n€u chi muén truy cap néi bo
Véi domain HTTPS: https://ocl aw. exanpl e. com
WebSocket URL phdi la: wss: //ocl aw. exanpl e. com
Khong dung ws: // ocl aw. exanpl e. comVvi domain dang chay qua HTTPS.
L?i Missing config
Hi?n t??ng

Container OpenClaw restart lién tuc. Log c6 dang:

[ gateway] | oading configuration...
[ gateway] resol ving authentication...
M ssing config. Run "~openclaw setup’ or set gateway.node=local (or pass --allow unconfigured).

Nguyén nhan
L6i nay xay ra khi thu muc config ctia OpenClaw dang tréng, chua cé opencl aw j son hgp 1é.
Thuong gap khi:

e X6a thu muc config ci
e Mount sai thu muc config
e Container start gateway truéc khi tao config

Cach tranh 1?i

Dung compose trong tai liéu nay.

Compose da cau hinh dé container tu chay:
node dist/index.js config set --batch-json ...

trudc khi chay gateway.

Cach s?a n?u v?n g?p I1?i

Ki€m tra mount config:

Néu dung NAS:
I's -1ah /mt/dsn docker/ Cpend aw confi g

Néu cai toan bo trén mot may:



I's -1ah /opt/appdat a/ opencl aw config
Kiém tra log:
docker logs --tail 80 opencl aw gat eway
Néu van thiéu config, vao Portainer ki€m tra lai cac bién:

OPENCLAW CONFI G_HOST_DI R
OPENCLAW WORKSPACE_HOST_DI R
OPENCLAW AUTH_HOST DI R
OPENCLAW DOVAI N

OPENCLAW TRUSTED_PROXY_| P
OPENCLAW GATEWAY_TOKEN

Sau khi stra bién, re-deploy stack trong Portainer.

Xo6a OpenClaw c? n?u ?a t?ng cai

Xoba docker container

# D?ng stack c? n?u tr??c ?6 cai b?ng Docker Conpose CLI
cd /opt/stacks/ opencl aw 2>/ dev/ nul |l && docker conpose down -v --renove-orphans || true

# Xb6a nPi container co6 tén openclaw
docker ps -aq --filter "nanme=openclaw' | xargs -r docker rm-f

# Xb6a network openclaw c? n?u con

docker network |Is --format '{{.Nane}}' | grep -E '“openclaw | xargs -r docker network rm]|| true
# Xb6a image c? ?? 1?n sau pull 1?2 nPi
docker inmage rm ghcr.i o/ opencl aw opencl aw. | atest 2>/dev/null || true

Xba d? li?u c?
Véi kiéu NAS:

sudo rm -rf /opt/stacks/opencl aw
sudo rm-rf /opt/appdatal/ opencl aw
sudo rm-rf /mt/dsm docker/ QpenC aw

Véi ki€u mot may:

sudo rm -rf /opt/stacks/ opencl aw
sudo rm -rf /opt/appdatal/ opencl aw

Kiém tra lai:

docker ps -a | grep -i openclaw || echo "OK: no opencl aw cont ai ners"
docker network |Is | grep -i openclaw || echo "OK: no opencl aw networ ks"
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