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Téng quan vé Proxmox
Backup Server

Proxmox Backup Server (PBS) la gi?

PBS la phan mém sao luu cép doanh nghiép do d6i ngli Proxmox Server Solutions GmbH phat
trién. N6 duogc thiét ké dé sao luu va khoi phuc VM, CT, Host va ca cac thu muc, file riéng €.

PBS la mét hé théng chuyén dung ddm nhiém vai tro may cha luu trir cho phép nhiéu may khéach
(PVE) két n6i va gui badn sao luu dén thong qua giao thic HTTPS

PBS hoan toan mién phi véGi gidy phép ma ngudén mé (AGPLv3). Cling c6 phién ban tra phi véi hé trg
dén tu doi ngr.

Cach PBS hoat dong.

PBS khéng tu theo ddi hay sao luu cac PVE ma hoat dong theo md hinh Client - Server:



% PROXMMOX, VE CLUSTER
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e Cac PVE tao va gui backup cho PBS
e PBS luu, ki€ém tra va déng b6 dir liéu
e PBS luu dit liéu vao cac datastore

Muc do tiéu thu tai nguyén.

Moi truong su CPU RAM 0 luu trir
dung
Homelab (3-5 VM) 2 cores 4 GB SSD hoac NFS
Trung binh (10-15 4 cores 8-12 GB SSD/NAS 1 TB
VM)
Nhiéu VM (>20) 6-8 cores 16 GB+ NVMe / ZFS RAID

Luuy
PBS khong can chay lién tuc 24/7 chi can bat khi c6 job backup hodc sync

Cé thé dung cron hoac schedule dé:

e Bat VM PBS trudc khi backup

Datastore 1

Datastore 2

Remote Backup

Server

MW eraser

Ghi chu

Rat muot

On dinh, CPU dung
~30-50 % khi backup

Can tdi uu song song
& dedup metadata


https://knowledge.thanhdv.com/uploads/images/gallery/2025-11/diagram-export-08-11-2025-21-51-49.png

e Chay backup job
e Tu d6ng shutdown sau khi PBS chay xong



Cai dat PBS
|
Trong truong hgp st dung nay sé thuc hién backup véi nhitng yéu to sau

e Chay PBS nhu mét may ao trén PVE
e PBS sé luu dir liéu vao 6 NFS trén Synology DSM

Setup trén Synology DSM

e Tai shared folder trén DSM
e Bat NFS
e Cap quyén NFS cho Shared Folder

Cai dat VM PBS

e Tai ISO cua PBS
e Tao VM PBS
o System:
o Machine: 935
o BIOS: OVMF (UEFI)
o CPU:
o Cores: 2
o Type: host
o Memory: 4096 MiB
o Network:
o Bridge: vmbr0
o Model: VirtlO
e Chay VM PBS va cai dat trén giao dién Graphic binh thuong.

Cai dat NFS cho PBS

S dung giao dién console trén VM hodac két néi téi VM bang ssh
Cép nhéat bang apt update va apt upgrade

Chay apt install nfs-common dé€ ddm bao nfs da duogc cai dat

Tao thu muc dé€ mount nkdir /mt/dsm

e Thuc hién mount va kiém tra

o mount -t nfs <dsmlocal ip> <nfs folder> <pbs_nount folder>

EX: nount -t nfs 192.168.1.100:/vol unel/pbs_storage /mt/xpenol ogy



o Chay df -h va kiém tra xem cé thu muc vira mount chua.
e Mount tu dong
o Stra file fstab bang I&énh sau nano /etc/fstab

o Thém dong sau vao cudi <dsm | ocal _i p>: <nfs_fol der> <pbs_nount _fol der> nfs
defaults, netdev 0 O

e Tao Datastore
o Truy cap giao dién web cta PBS locallP:8007
o Chon Datastore > Add datastore
o Name: <Tén bat ky>
o Backing path: thu muc dugc mount & trén /mt/dsm
o Add

Két néi PVE véi PBS

e Lay Fingerprint:
o Trén PBE > Dashboard > Show Fingerprint

e Tao Storage trén PVE: Datacenter > Storage > Add > Proxmox Backup Server
o ID: Tén bat ky

Server: IP cia PBS

User: root@pam

Datastore: Tén datastore vira tao & budc trén

Fingerprint: fingerprint vira tao & trén

o Add

o

o

o

o

Kiém tra

e Chon mét VM/CT bat ky trén PVE (nén chon VM/CT c6 kich thudc nhd)
e Chon Backup > Backup now

o Storage: chon storage vua tao ¢ budc trén

o Mode: Snapshot
e Backup

Néu thanh setup thanh céng ban sé thay console log chay va cé task backup chay trén PBS



Khi chay apt install néu gap 16i nhu hinh dudi cé thé thir cach sau

5 with ABSOLUTE NO WARRAMTY, to the extent

law.

thorized [IP: @

e Chay nano /etc/apt/sources.|ist.d/pbs-enterprise.sources d€ md file source
e MG file sé thay n6i dung dang nhu sau

Types: deb

URI's: https://enterprise.proxnox.con debi an/ pbs

Suites: trixie
Conponents: pbs-enterprise

e Thém dong Enabl ed: no vao cudi roi save lai

e Chay nano /etc/apt/sources.|ist.d/pbs-no-subscription. sources d€ thém source no-
subscription

e Dién ndi dung sau roéi luu lai
Types: deb
URI's: http://downl oad. proxnmox. conf debi an/ pbs

Suites: trixie
Conponents: pbs-no-subscription

Fix 2
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Task Summary (30 days)
Backups
Prunes
Garbage collections

Syncs

unable to open chunk store at “Jmnt/dsmy/ chunks” - Verify
Permission denied (os error 13) Tape Backup

Tape Restore

Sau khi add datastore c6 thé sé gap 16i nhu trén. L6i nay do user khéng cé quyén doc ghi trén nfs

e ChayIs -Id /mt/dsmdé& ki€m tra owner va quyén doc ghi véi thu muc da mount
Ex:d--------- 1 backup backup 36 Nov 9 00:16 /mt/dsm
Cé nghia la user backup khéng c6 quyén doc ghi nao vai thu muc.

e Chay 2 Iénh sau dé update quyén

chnmod 770 /mt/dsm
chown -R backup: backup /mt/dsm


https://knowledge.thanhdv.com/uploads/images/gallery/2025-11/NvIunnamed.png

Sao luu véi PBS (Simple)

Sao luu PVE sé chia lam 2 phan.

e Sao luu VM/CTs: Bugc PBS hé trg nén c6 thé thuc hién dan gidn trén GUI
e Sao luu cau hinh PVE: Phan nay phai sir dung script

Sao luu cau hinh PVE

Vi PVE khéng cé chic nang backup cau hinh nén ching ta sé can s dung script va dung systemd
timer dé 1én lich backup tu dong.

Backup script

Trudc khi bat dau véi script chiing ta cadn chudn bij 2 thi la PBS API Token va Fingerprint

e Fingerprint
o PBS Web > Dashboard > Show fingerprint
e API Token
o PBS Web > Configuration > Access Control > API Token
o Néu chua cé hdy thém mdi. Sau khi nhan Add ban sé nhan dugc Token ID va Sceret.
Hay luu lai d€ dung & budc tiép theo.

User: Expire:

Token Mame: Enabled:

Comment

@ Help

Tao script backup bang |énh nano /usr/1ocal / bi n/ pve- host - backup. sh v&i ndi dung sau. Dién théng tin
da chuan bi vao phan Cau hinh.

#!/ usr/ bi n/env bash
set -euo pipefail

HEHRHHEHEH R R
# C?U HI NH PBS
M

# | P/ FQDN PBS va Datastore
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PBS_HOST=' PBS | P'
PBS_DATASTORE=' Dat ast or €'

PBS_USER _TOKEN=' Token | D
PBS _TOKEN_SECRET=' APl Token Sceret"'
PBS_FI NGERPRI NT=' Fi ngerprint'

T

# TU? CH?N CHUNG

e
BACKUP_I| D="${ BACKUP_I D: - " $( host nane) - hostcfg"}"
DRY_RUN="${ DRY_RUN: - 0} "

export PBS_REPOS| TORY="${ PBS_USER TOKEN} @{ PBS_HOST}: ${ PBS_DATASTORE} "
export PBS_PASSWORD="${ PBS_TOKEN_SECRET}"
export PBS_FI NGERPRI NT="${ PBS_FI NGERPRI NT} "

BHHHBHHHBBHHABHHHRRHHABHHHRRHHABHHARHHHH
# NGU?N BACKUP (CH? TH? M?C, KHONG FI LE L?)
FHETRTH T T T T et

SOURCES=(
"pve-etc. pxar:/etc" # Bao tr?n: pve, network, hosts, resolv.conf, hostnane,
apt, ssh, default, kernel, nodul es, nodprobe.d, sysc>
"pve-cron. pxar:/etc/cron.d" # Cron.d
"pve-cront abs. pxar:/var/spool/cron/crontabs" # T?t c? crontab user (bao g?mroot)
"pve-root-hone. pxar:/root" # Script & key qu?n tr? (can nh?c exclude b?t)
"pve-usrlocal . pxar:/usr/local" # Script/service t? thém (n?u co)

# Lo?i tr? cho nh? (tu? b?n ch?nh)
EXCLUDES=(
"--exclude=/root/*.iso"
"--exclude=/root/*.ing"
"--exclude=/root/.cache"

L

# TI?N KI ?M TRA

L

echo "[*] Checking PBS login..."

pr oxnmox- backup-client login --repository "${PBS_REPCSI TORY}"

e

# TH?C H ?N BACKUP

T

echo "[*] Starting host-config backup (backup-id=${BACKUP_ID})"
CNMVD=( pr oxnox- backup-cl i ent backup)

CVD+=("${ SOURCES[ @ } ")

CVD+=("${ EXCLUDES[ @} ")

CVD+=( - - backup-id "${BACKUP_I D} ")

CMVD+=( - - backup-type host)

if [[ "${DRY_ RUN}" == "1" ]]: then
CNVD+=(--dry-run)
echo "[*] DRY RUN enabl ed"

fi

# 1n cau | ?nh (?n secret) r?i ch?y
echo "[*] Running: ${CMDJ *]/${PBS_TOKEN_SECRET}/ *** SECRET***}"
"s{ovy @}

echo "[?] Backup finished"

# D?n bi ?n nh?y c?m
unset PBS_PASSWORD



Cap quyén thuc thi cho script chnod +x /usr/ 1 ocal / bi n/ pve- host - backup. sh

DUng Iénh DRY_RUN=1 /usr /1 ocal / bi n/ pve- host - backup. sh dé kiém tra. Néu két thidc bang [?] Backup
fini shed tdc la thanh céng.

DUNg |énh 7usr/1ocal / bi n/ pve- host - backup. sh d€ chay script

L?p [?7ch t? ??7ng

Thuc hién trén console hodac ssh cta PVE

e Tao file . service. Day la hanh vi sé dugc thuc hién bdi . tiner
o nano /etc/systend/ systenm pve-host-backup. service
o S dung ndi dung sau
[Unit]
Descri pti on=Backup PVE host configuration to PBS
Aft er =net wor k- onl i ne. target
[ Service]

Type=oneshot
ExecStart =/ usr/| ocal / bi n/ pve- host - backup. sh

e Tao file . tiner. N6 sé thuc thi . servi ce theo thoi gian dugc chi dinh.

o nano /etc/systend/ systent pve-host-backup. tiner

o SU dung ndi dung sau
[Unit]
Descri pti on=Schedul e PVE host config backup (Tue, Thu, Sat at 2:00)
[ Timer]
OnCal endar =Tue, Thu, Sat 2: 00
Persi stent=true
AccuracySec=1mn

[Install]
Want edBy=ti ners.target

e Kich hoat timer

o Reload systemd systenct| daenon-rel oad

o Kich hoat timer systenct| enabl e --now pve-host-backup. ti mer
e Kiém tra

o systenctl list-tiners | grep backup

o systenttl status pve-host-backup.tiner

o Két qua tuong ty nhu hinh sau

- backup.timer backup.service
+07 1h 4min ago g-db-backup.timer dpkg-db-ba

root@pve:~ ) xmctl status bac
® backup.timer - Schedule FVE hos 1 rackup . Thu, Sat at 5:00)
Loaded: ] ¥ . enabled; preset: enabled)

55:26 +07; 10min ago

Trigger:
Triggers: ® backup.service

Nov 11 00:55:26 pve systemd[1l]: Started backup.timer - Schedule PVE host config backup (Tue, Thu, Sat at 5:00).

Két qua kiém tra
Mon 2025-11-10 00: 00: 00 +07 20h Sun 2025-11-09 00: 00: 43 +07 3h 47m n ago dpkg-db-backup.tinmer dpkg-

db-backup. service
Tue 2025-11-11 02: 00: 00 +07 1 day 22h - - backup.tinmer backup.service
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T? ??ng Verify sau khi backup

Chuén bij ssh key trén PVE

e Tao cap khéa SSH (public/private key) cho tai khoan root trén may PVE
ssh-keygen -t ed25519 -N "" -f /root/.ssh/id_ed25519

e Sao chép public key (file .pub) t&r may PVE sang may PBS, d€ PBS cho phép root @VE dang
nhap ma khéng can mat khau.
ssh-copy-id -i /root/.ssh/id_ed25519. pub root @92. 168. 1. 104
Lan dau chay sé yéu cau nhap ding mat khau.

e DE ki€m tra hady thir truy cap ssh root @92. 168. 1. 104 néu khéng yéu cau méat khau la thanh
cbng.

Thém code post-verify vao cudi script backup trén.

# ==== POST: VERI FY DATASTORE TREN PBS SAU KHI BACKUP THANH CONG ====
if [[ "${DRY_RUN}" !'="1" ]]; then
echo "[*] Trigger verify on PBS for datastore '${PBS_DATASTORE}'
# Ch?y verify toan datastore. M’c ??nh --ignore-verified=true nén ch? verify snapshot n®i/ch?a verified
# ho?c snapshot ?a qua h?n theo --outdated-after
ssh -o Bat chMode=yes root @ ${PBS_HOST}" \
" proxnox- backup- manager verify ' ${PBS_DATASTORE}' --ignore-verified true --outdated-after 7" \
&% echo '[?] Verify job started on PBS' \
|| echo '[!] Failed to start verify job on PBS
fi

Sao luu VM/CTs

Muc tiéu la 1én lich dé PVE tu dong chay backup mdi thir 3, 5, 7 vao IGc 4h va thuc hién verify sau
dé vao luc 5h

Lén I?ch backup

e PVE web > Datacenter > Backup > Add

Storage: Chon PBS da thém & budéc cai dat

Schedule: Dién tue,thu,sat 04:00 dé€ chon th( 3, 5, 7 vao lic 4h. Thay daéi tuy y
Selection mode: All (hoac cac lua chon khac néu muén)

Mode: Snapshot

Enable: true

(@] Add

o

o

o

o

o



General Motifications  Retention  MNote Template  Advanced

Node:

Storage: VM _PBS Mode: Snapshot

Schedule: tue thu, sat 04:00 Enable:

Selection mode: Al

Job Comment:

Lén 1?ch verify

e PBS web > Datastore > Verify Jobs > Add

Local Datastore: chon datastore da tao khi cai dat

Schedule: tue,thu,sat 05:00 dé |én lich verify IGc 5h, sau khi backup
Skip Verified: chon dé€ bd qua nhiing file da verified. tiét kiém tai nguyén
Re-Verify After: 7 ngay. Verify lai nhiing file da verify qué 7 ngay

o Add

o

o

o

o
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Local Datastore: DSM_NFS Schedule: tue thu sat 05:00

Namespace: Skip Verified:

Max.. Depth: Re-Verify After:
Comment:

Job 1D: v-b357bb25-e98d

Advanced

Luuy

Vi task backup cho DSM. PVE sé thuc hién backup tat ca cac 6 dia dugc passthrough cho DSM nén
dung lugng can backup la rat 16n, va diéu nay cling la khéng can thiét vi DSM da st dung Hyper

Backup.

Pé& tat backup cho 2 6 cliing nay PVE Web > pve > VM DSM > Hardware > Disk. Tick chon
Advanced > B6 tich Backup

Edit- Hard Disk (sata?)
Disk Bandwidth

Default (No cache)

SSD emulation: Backup:
Skip replication:

Async 10: Default (io_uring)

Advanced
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Sao luu vai PBS
(Advance)

Trong phan truéc minh da tim hiéu vé cach tao backup véi PBS. Phan nay minh mudén nang cap
thém mot chut.

Vi thai gian can backup khéng nhiéu. Viéc dé€ PBS chay |én tuc cé thé gay Iang phi tai nguyén nén
trong phan nay minh huéng téi ty dong hda quy trinh bat PBS > Backup > Verify > tat PBS

Dé thuc hién viéc nay thi sé sir dung script va systemd timer.

Trudce khi dén béi script chinh. Thi thém mot diéu can chd y. Script nay sé van sir dung script

backup pve host da viét & bai Sao luu véi PBS (Simple)

Ok, Lets go!

Quy trinh backup

Bat PBS

Ki€m tra két n6i ddm bao PBS san sang
Backup PVE host

Verify PVE host backup

Backup cac VM dugc khai bdo

Backup cac CT dugc khai bdo

Verify datastore chira cd VM va CT backup
Prune

GC

Tat PBS

©WooNOU R WNR

=
©

Cac budc trén dugc thuc hién tuan tu. Xong budc trén mdéi thuc hién budc dudi. Ding ngay khi cé
16i.
Script backup

PVE Web > Shell

e Tao file thuc thi backup nano /usr/1ocal /bin/backup. sh
e Cap quyén thuc thi *
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e Chay thir /usr/1ocal / bi n/ backup. sh
e Log két thic bang dong ===== BACKUP PI PELI NE DONE ===== |a thanh coéng.

#!/usr/bin/env bash
set -euo pipefail

HEH R R R
# C?U H NH CHUNG
HEHHHEHEHEHEHEH
PBS_VM D=104

PBS HOST=' 192. 168. 1. 104" # ??a ch? I P c?a PBS

PBS_DATASTORE=' DSM NFS' # Datastore ?a t?o trén PBS

PBS_USER TOKEN=' r oot @am PVE' # APl Token ID

PBS TOKEN_SECRET=' 0218e32d- f ef e- 4bce- 9042- c2dd89389856' # APl Token Secr et

PBS_FI NGERPRI NT=' 35: 72: be: a5: 08: 5f : 7a: d1: b1l: 50: Oe: 69: fa: 6¢: bf: 78: ¢9: 94: d1: 9e: 45: 34: e6: a0: 21: 88: 3d: ab: 59: a
6:d8:2d" # Fingerprinter

# Prune and CC job

PRUNE_JOB_| D=${ PRUNE_JOB_| D: - def aul t - prune} # Tén Prune job

PRUNE_SCHEDULE=${ PRUNE_SCHEDULE: -' Sun 00: 00'} # L?ch prune # Khong quan tr?ng vi job nay ch?y b?ng script
ch? k ch?y t? ??ng

KEEP_BACKUPS=${ KEEP_BACKUPS: - 7} # s? b?n backup t?i ?a s? gi?

export PBS_REPCSI TORY="${ PBS_USER TOKEN} @{ PBS_HOST} : ${ PBS DATASTORE} "
export PBS_PASSWORD="${ PBS_TOKEN_SECRET}"
export PBS_FI NGERPRI NT="${ PBS_FI NGERPRI NT} "

# Script backup host pve
# ?2a vi?t ? ph?n tr??c
BACKUP_HOST_SCRI PT="/usr /| ocal / bi n/ pve-sel f - backup. sh"

# Danh sach VM CT c?n backup

# Khong c?n d?u ph?y gi ?a cac s?
VM LI ST=(100 101 104) # VM | Ds
CT_LIST=(102 103) # CT 1Ds

# Tu? ch?n vzdunp dung cho VM CT

VZDUMP_STORAGE=" VM _PBS"

VZDUWP_OPTS=( - - node snapshot --conpress zstd --ionice 7 --bwinmt O --storage "${VZDUVWP_STORAGE}" --
notes-tenplate '{{cluster}} - {{guestnane}} - {{node}} - {{vmd}}")

# Th?i gian ??i PBS online t?i ?a (giay)
WAl T_PBS_READY_SEC=$((10*60)) # 10 phut
# Th?i gian ??i PBS shutdown t?i ?a (giay)
WAl T_PBS_SHUT_SEC=$( (5*60) ) # 5 phuat

HE e e R R R R e e
# HAM TI 2N 1 CH
T
# L?y ngay gi ?

# Th??ng dung ?? in ra trong | og

ts() { date '+% %' ; }

# Ki?mtra xem | ?nh c6 chinh xac khoéng
require_cmd() {

command -v "$1" >/dev/null 2>&1 || { echo "[$(ts)] Mssing command: $1"; exit 1; }
}

# Ki?mtra VM c6 ch?y khéng
gm.is_running() {
I ocal vmi d=$1
gm status "$vm d" 2>/dev/null | grep -q 'status: running'

}



# Ki?mtra PBS s?n sang ch?a b?ng cach
# Th? TCP connect
# ??ng nh?p PBS
# Ki?mtra d?ch v? proxnox- backup- proxy
wai t _for_pbs_ready() {
| ocal deadline=$(( $(date +%) + WAI T_PBS READY_SEC ))
| ocal ok_streak=0
echo "[$(ts)] Waiting for PBS services (up to ${WAI T_PBS_READY_SEC}s)..."

while :; do

# 1) Port 8007 n®??

if ! timeout 2 bash -c "echo > /dev/tcp/ ${PBS_HOST}/8007" 2>/ dev/null; then
ok_streak=0; goto_sleep; continue

f

# 2) Login repo thanh coéng?

if ! proxnox-backup-client login --repository "${PBS_REPOSI TORY}" >/dev/null 2>&1; then
ok_streak=0; goto_sl eep; continue

f

# 3) D?ch v? proxy active bén trong PBS?

if ! ssh -o BatchMbde=yes -0 Connect Ti neout =3 r oot @ ${ PBS_HOST}" \

"systenctl is-active --quiet proxnmox-backup-proxy'; then

ok_streak=0; goto_sleep; continue

f

ok_streak=$((ok_streak+1))

if (( ok_streak >= 3 )); then
echo "[$(ts)] PBS ready (proxy up, port 8007 OK, |ogin OK)."
sleep 5 # grace thémvai giay
return O

f

got o_sl eep
done

echo "[$(ts)] ERROR PBS not ready within ${WAI T_PBS READY_SEC}s"; return 1

# ng? 5s

goto_sleep() {
if (( $(date +%) > deadline )); then return; fi
sleep 5

}

# Ham khong con ???c s? d?ng n?a
# Th? ??ng nh?p PBS
# L?p 1?1 ??n khi thanh céng
wait _for_pbs_login() {
| ocal deadline=$(( $(date +%) + WAI T_PBS_READY_SEC ))
echo "[$(ts)] Waiting for PBS to be reachable (up to ${WAI T_PBS_READY_SEC}s)..."
while :; do
i f proxnmox-backup-client login --repository "${PBS_REPCSI TORY}" >/dev/null 2>&1; then
echo "[$(ts)] PBS login OK. "
return O
f
if (( $(date +%) > deadline )); then
echo "[$(ts)] ERROR PBS not ready w thin ${WAl T_PBS_READY_SEC}s"
return 1
f
sleep 5
done

}

# Verify data
# B? qua nh?ng phi én b?n ?& verify



verify_ datastore() {
echo "[$(ts)] Trigger verify on PBS datastore '${PBS_DATASTORE}'..."
ssh -o BatchMbde=yes root @ ${PBS_HOST}" \
" pr oxnox- backup- manager verify ' ${PBS DATASTORE}' --ignore-verified true" \
&% echo "[$(ts)] Verify finished." \
|| { echo "[$(ts)] ERROR Verify failed"; return 1; }
}

# Sao | ?u PVE host s? d?ng pve-self-backup. sh
backup_host () {
echo "[$(ts)] === BACKUP HOST PVE ==="
local tries=0
| ocal max=5
local rc
while ((tries<max)); do
i f DRY_RUN=O "${BACKUP_HOST_SCRI PT}"; then
echo "[$(ts)] Host backup DONE."; return O
f

rc=$?
# N?u 1?1 k?t n?i thi retry, con |? khac thi fail ngay
if journalctl -u run-backup-pipeline.service -n 50 --no-pager 2>/dev/null | grep -gqE 'No route to

host|client error \(Connect\)'; then
tries=$((tries+1))
echo "[$(ts)] Connect error, retry ${tries}/${max}..."
sl eep $((5*tries))
el se
return $rc
f
done
echo "[$(ts)] ERROR Host backup failed after retries."; return 1
}

# Backup VMs
backup_vns() {
echo "[$(ts)] === BACKUP VMs ==="
for idin"${VMLIST[@}"; do
echo "[$(ts)] vzdunp VM ${id}
vzdunmp "${id}" "${VZDUW_OPTS[@}"
echo "[$(ts)] VM ${id} backup DONE.'
done

}

# Backup CTs
backup_cts() {
echo "[$(ts)] === BACKUP CTs ==="
for idin "${CT_LIST[@}"; do
echo "[$(ts)] vzdunmp CT ${id} ..."
vzdunmp "${id}" "${VZDUW_OPTS[@}"
echo "[$(ts)] CT ${id} backup DONE.'
done

# Prune
prune_datastore() {

| ocal job="$PRUNE_JOB | D'

echo "[$(ts)] Ensure PRUNE job '${job}' exists (store="${PBS_DATASTORE}', keep-
| ast =${ KEEP_BACKUPS}) . . ."

# N?u job ?8 t?n t?i -> update (gi ? nguyén | ?ch ho?c ??t 1?i), disable ?? khong t? ch?y
if ssh -o BatchMbde=yes root @ ${PBS_HOST}" "proxnox-backup-manager prune-job show '${job}" >/dev/nul
2>&1"; then
ssh -o BatchMdde=yes root @ ${ PBS HOST}" \
" proxnox- backup- manager prune-job update ' ${job}' \
--store ' ${ PBS_DATASTORE}' \
--keep-last ${ KEEP_BACKUPS} \



--schedul e ' ${ PRUNE_SCHEDULE}" \
--disable true"
el se
# T?0 job nRi: c?n | ?ch h?p |?, nh?ng disable ?? khéng t? ??ng ch?y
ssh -o BatchMdde=yes root @ ${ PBS_HOST}" \
" proxnox- backup- manager prune-job create ' ${job}' \
--store ' ${ PBS_DATASTORE}' \
--schedul e ' ${ PRUNE_SCHEDULE}" \
- - keep-last ${ KEEP_BACKUPS} \
--disable true"
fi || { echo "[$(ts)] ERROR create/update prune job failed"; return 1; }

echo "[$(ts)] Running PRUNE job '${job}'..."

ssh -o BatchMode=yes root @ ${PBS_HOST}" \
" proxnox- backup- manager prune-job run '${job}'" \
&% echo "[$(ts)] Prune finished." \
|| { echo "[$(ts)] ERROR Prune failed"; return 1; }

# GC
gc_datastore() {
echo "[$(ts)] Running GARBAGE COLLECTI ON on datastore '${PBS_DATASTORE}'..."
ssh -o BatchMode=yes root @ ${PBS_HOST}" \
" pr oxnox- backup- manager garbage-col | ection start '${PBS_DATASTORE}'" \
&% echo "[$(ts)] GC finished." \
|| { echo "[$(ts)] ERROR GC failed"; return 1; }

# B?t PBS
pbs_start () {
echo "[$(ts)] Starting PBS VM ${PBS_ VM D}..."
if gmis_running "${PBS_ VM D}"; then
echo "[$(ts)] PBS already running."
el se
gmstart "${PBS_VM D}"
fi
wai t _for_pbs_ready

}

# T?t PBS
pbs_shut down() {
echo "[$(ts)] Shutting down PBS VM ${PBS VM D}..."

# 0) N?2u ?8 t?t thi thoat s?m

if ! gmis_running "${PBS_ VM D}"; then
echo "[$(ts)] PBS already off."
return O

fi

# 1) ?u tién t?t t? bén trong guest (an toan nh?t)

# Yéu c?u b?n ?a& c?u hinh SSH key PVE -> PBS

# Dung systend ?? poweroff khdng ch? (fork ra n?n)

ssh -o BatchMode=yes -o Connect Ti neout =5 r oot @ ${ PBS_HOST}" \
'nohup systenctl poweroff >/dev/null 2>&1 & || true

echo "[$(ts)] Sent 'systenctl poweroff' to PBS."

# 2) Ch? PBS t?t h?n (polling gm status)
SHUT_WAI T=${ WAl T_PBS_SHUT_SEC: - 300} # 5 phut nPc ??nh
deadl i ne=$(( $(date +%) + SHUT_VAIT ))
while gm.is_running "${PBS_VMD}"; do
if (( $(date +%) > deadline )); then

echo "[$(ts)] Guest did not poweroff within ${SHUT_WAIT}s. Trying 'gm shutdown'..."

br eak
fi
sleep 5



done

# 3) N?u v?n con ch?y -> th? 'gm shutdown' v?i tinmeout dai h?n
if gmis_running "${PBS_ VM D}"; then

gm shut down "${PBS_ VM D}" --tineout "${SHUT_WAIT}" || true
fi

# 4) Ch? thém chit n?a

end2=$(( $(date +%) + 60 ))

while gmis_running "${PBS VM D}"; do
if (( $(date +%) > end2 )); then

echo "[$(ts)] Still running after graceful attenpts. Forcing 'gmstop'..."
gm stop "${PBS_VM D}" || true
br eak
f
sleep 5
done

# 5) K?t lu?n: coi nh? thanh céng n?u th?c s? ?a t?t
if ! gmis_running "${PBS_ VM D}"; then
echo "[$(ts)] PBSis off."
return O
el se
echo "[$(ts)] WARNING PBS | ooks stuck running. Please check 'gm nonitor ${PBS_VM D}’
return 1

f

# MAIN
L
requi re_crmd gm

requi re_cnd proxnox- backup-client
require_cnd ssh

require_cnd vzdunp

echo "[$(ts)] ===== BACKUP Pl PELI NE START ====="

# 1) Start PBS & wait
pbs_start

# 2) Backup host PVE
backup_host

# 3) Verify sau host backup
verify_ datastore

# 4) Backup cac VM CT
backup_vns
backup_cts

# 5) Verify sau VM CT backup
verify_datastore

# 6) PRUNE r?i GC
prune_dat astore
gc_datastore

# 7) Shutdown PBS
pbs_shut down

echo "[$(ts)] ===== BACKUP Pl PELI NE DONE ====="



VaN Ve
Tu dong hoa
Thuc hién trén console hodac ssh ctia PVE

e Tao file . service. Day la hanh vi sé dugc thuc hién bdi . tiner
o nano /etc/systend/ systent backup. service
o S dung ndi dung sau
[Unit]
Descri pti on=Backup PVE host configuration to PBS
Aft er =net wor k- onl i ne. tar get
[ Service]

Type=oneshot
ExecSt art=/usr/ | ocal / bi n/ backup. sh

e Tao file .timer. N6 sé thuc thi . service theo thdi gian dugc chi dinh.

o nano /etc/systend/system backup.tiner

o St dung ndi dung sau
[Unit]
Descri pti on=Schedul e PVE host config backup (Tue, Thu, Sat at 2:00)
[ Ti mer]
OnCal endar =Tue, Thu, Sat 2: 00
Per si stent=true
AccuracySec=1m n

[Install]
Want edBy=ti ners.target

e Kich hoat timer

o Reload systemd systentct| daenon-rel oad

o Kich hoat timer systenct| enabl e --now backup.tiner
e Kiém tra

o systenctl list-tiners | grep backup

o systenctl status pve-host-backup.tiner

o Ket qua tuong tu nhu hinh sau la thanh cong

- backup.timer
1h 4min ago dpkg-db-backup.timer
root@pve:~
® backup.timer -
Loaded:

Triggers:

Nov 11 00:55:26 pve systemd[1l]: Started backup.timer - Schedule PVE host config backup (Tue, Thu, Sat at 5:00).



https://knowledge.thanhdv.com/uploads/images/gallery/2025-11/rNpimage.png

