Sao luu vai PBS
(Advance)

Trong phan truéc minh da tim hi€u vé cach tao backup véi PBS. Phan nay minh mudén nang cap
thém moét chut.

Vi thoi gian can backup khéng nhiéu. Viéc dé€ PBS chay Ién tuc c6 thé gay lang phi tai nguyén nén
trong phan nay minh huéng tdi tu dong hda quy trinh bat PBS > Backup > Verify > tat PBS

Dé thuc hién viéc nay thi sé sir dung script va systemd timer.

Trudc khi dén béi script chinh. Thi thém mot diéu can chd y. Script nay sé van sir dung script

backup pve host da viét & bai Sao luu véi PBS (Simple)

Ok, Lets go!

Quy trinh backup

Bat PBS

Ki€m tra két n6i ddm bao PBS san sang
Backup PVE host

Verify PVE host backup

Backup cac VM dugc khai bdo

Backup cac CT dugc khai bao

Verify datastore chra cd VM va CT backup
Prune

GC

Tat PBS
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Cac budc trén dugc thuc hién tuan tu. Xong budc trén mdéi thuc hién budc dudi. Ding ngay khi cé
16i.

Script backup

e Tao file thuc thi backup nano /usr/1ocal/bin/backup. sh


https://knowledge.thanhdv.com/books/sao-luu-voi-proxmox-backup-server/page/sao-luu-voi-pbs-simple

« Cap quyén thuc thi RGN

e Chay thir /usr/1ocal / bi n/ backup. sh
e Log két thdc bang dong ===== BACKUP PI PELI NE DONE ===== la thanh cong.

#!/usr/ bin/env bash
set -euo pipefail

HEHHHEHEHEHEHEHEH
# C?U H NH CHUNG

HEH I R
PBS_VM D=104

PBS_HOST='192. 168. 1. 104' # ??a ch? IP c?a PBS

PBS_DATASTORE=' DSM NFS' # Datastore ?a t?o trén PBS

PBS_USER_TOKEN=' r oot @am PVE' # APl Token ID

PBS_TOKEN_SECRET=' 0218e32d-f ef e- 4bce- 9042- c2dd89389856" # APl Token Secret

PBS_FI NGERPRI NT=' 35: 72: be: a5: 08: 5f: 7a: d1: b1: 50: Oe: 69: f a: 6¢: bf : 78: ¢9: 94: d1: 9e: 45: 34: e6: a0: 21: 88: 3d: ab: 59: a
6:d8:2d" # Fingerprinter

# Prune and CC job

PRUNE_JOB_| D=${ PRUNE_JOB_I| D: - def aul t - prune} # Tén Prune job

PRUNE_SCHEDULE=${ PRUNE_SCHEDULE: -' Sun 00:00'} # L?ch prune # Khong quan tr?ng vi job nay ch?y b?ng script
ch? k ch?y t? ??ng

KEEP_BACKUPS=${ KEEP_BACKUPS: - 7} # s? b?n backup t?i ?a s? gi?

export PBS_REPOS| TORY="${ PBS_USER TOKEN} @{ PBS_HOST} : ${ PBS_DATASTORE} "
export PBS_PASSWORD="${ PBS_TOKEN_SECRET}"
export PBS_FI NGERPRI NT="${ PBS_FI NGERPRI NT} "

# Script backup host pve
# ?2a vi?t ? ph?n tr??c
BACKUP_HOST_SCRI PT="/usr /| ocal / bi n/ pve-sel f - backup. sh"

# Danh sach VM CT c?n backup

# Khong c?n d?u ph?y gi?a cac s?
VM LI ST=(100 101 104) # VM | Ds
CT_LI ST=(102 103) # CT | Ds

# Tu? ch?n vzdunp dung cho VM CT

VZDUMP_STORAGE=" VM _PBS"

VZDUWP_OPTS=( - - node snapshot --conpress zstd --ionice 7 --bwinit 0 --storage "${VZDUVP_STORAGE}" - -
notes-tenplate '{{cluster}} - {{guestnane}} - {{node}} - {{vmd}}")

# Th?i gian ??i PBS online t?i ?a (giay)
WAl T_PBS_READY_SEC=$((10%*60)) # 10 phdt
# Th?i gian ??i PBS shutdown t?i ?a (giay)
WAI T_PBS_SHUT_SEC=$( (5*60)) # 5 phuat

e
# HAM TI?N i CH

e
# L?y ngay gi?

# Th??ng dung ?? in ra trong |l og

ts() { date '+% %' ; }

# Ki?mtra xem | ?nh c6 chinh xac khoéng
require_cnd() {

command -v "$1" >/dev/null 2>&1 || { echo "[$(ts)] Mssing comand: $1"; exit 1; }
}

# Ki?mtra VM c6 ch?y khoéng
gm.is_running() {
local vnmid=$1



gm status "$vmi d" 2>/dev/null | grep -q 'status: running

}

# Ki?mtra PBS s?n sang ch?a b?ng cach
# Th? TCP connect
# ??ng nh?p PBS
# Ki?mtra d?ch v? proxnox-backup- proxy
wait_for_pbs_ready() {
| ocal deadline=$(( $(date +%) + WAI T_PBS_READY_SEC ))
| ocal ok_streak=0
echo "[$(ts)] Waiting for PBS services (up to ${WAI T_PBS_READY_SEC}s)..."

while :; do

# 1) Port 8007 nP?

if ! timeout 2 bash -c "echo > /dev/tcp/ ${PBS_HOST}/8007" 2>/ dev/null; then
ok_streak=0; goto_sleep; continue

f

# 2) Login repo thanh céng?

if ! proxnox-backup-client login --repository "${PBS_REPOSI TORY}" >/dev/null 2>&1; then
ok_streak=0; goto_sleep; continue

f

# 3) D?ch v? proxy active bén trong PBS?

if ! ssh -o BatchMdde=yes -0 Connect Ti neout =3 root @ ${ PBS_HOST}" \

"systencttl is-active --quiet proxnmox-backup-proxy'; then

ok_streak=0; goto_sleep; continue

f

ok_streak=$((ok_streak+1))

if (( ok_streak >= 3 )); then
echo "[$(ts)] PBS ready (proxy up, port 8007 OK, login OK)."
sleep 5 # grace thémvai giay
return O

f

goto_sl eep
done

echo "[$(ts)] ERROR PBS not ready within ${WAl T_PBS_READY_SEC}s"; return 1
}

# ng? 5s

goto_sleep() {
if (( $(date +%) > deadline )); then return; fi
sleep 5

}

# Ham khéng con ???c s? d?ng n?a
# Th? ??ng nh?p PBS
# L?p 1?1 ??n khi thanh céng
wait_for_pbs_login() {
| ocal deadline=$(( $(date +%) + WAI T_PBS_READY_SEC ))
echo "[$(ts)] Waiting for PBS to be reachable (up to ${WAI T_PBS_READY_SEC}s)..."
while :; do
i f proxnox-backup-client login --repository "${PBS_REPCSI TORY}" >/dev/null 2>&1; then
echo "[$(ts)] PBS login OK. "
return O
f
if (( $(date +%) > deadline )); then
echo "[$(ts)] ERROR PBS not ready within ${WAlI T_PBS_READY_SEC}s"
return 1
f
sleep 5
done



# Verify data
# B? qua nh?ng phi én b?n ?& verify
verify_datastore() {
echo "[$(ts)] Trigger verify on PBS datastore '${PBS DATASTORE}'..."
ssh -o BatchMbde=yes root @ ${ PBS_HOST}" \
" proxnox- backup- manager verify ' ${PBS_DATASTORE}' --ignore-verified true" \
&% echo "[$(ts)] Verify finished." \
|| { echo "[$(ts)] ERROR \Verify failed"; return 1; }
}

# Sao | ?u PVE host s? d?ng pve-self-backup. sh
backup_host () {
echo "[$(ts)] === BACKUP HOST PVE ==="
| ocal tries=0
| ocal max=5
local rc
while ((tries<max)); do
i f DRY_RUN=0 "${BACKUP_HOST_SCRI PT}"; then
echo "[$(ts)] Host backup DONE."; return O
f

rc=$?
# N?u 1?1 k?t n?i thi retry, con |I? khéac thi fail ngay
if journalctl -u run-backup-pipeline.service -n 50 --no-pager 2>/dev/null | grep -gE 'No route to

host|client error \(Connect\)'; then
tries=$((tries+l))
echo "[$(ts)] Connect error, retry ${tries}/${max}..."
sl eep $((5*tries))
el se
return $rc
f

done

echo "[$(ts)] ERROR Host backup failed after retries."; return 1
}
# Backup VMs
backup_vms() {

echo "[$(ts)] === BACKUP VMs ==="

for idin "${VMLIST[@}"; do
echo "[$(ts)] vzdunp VM ${id}
vzdunmp "${id}" "${VZDUW_OPTS[@}"
echo "[$(ts)] VM ${id} backup DONE.'
done

}

# Backup CTs
backup_cts() {
echo "[$(ts)] === BACKUP CTs ==="
for idin "${CT_LIST[@}"; do
echo "[$(ts)] vzdunp CT ${id}
vzdunmp "${id}" "${VZDUW_OPTS[@}"
echo "[$(ts)] CT ${id} backup DONE.'
done

# Prune
prune_datastore() {

| ocal job="$PRUNE_JOB | D'

echo "[$(ts)] Ensure PRUNE job '${job}' exists (store="${PBS DATASTORE}', keep-
| ast =${ KEEP_BACKUPS}) . . . "

# N?u job ?& t?n t?i -> update (gi ? nguyén | ?ch ho?c ??t 1?i), disable ?? khong t? ch?y
if ssh -o BatchMbde=yes root @ ${PBS_HOST}" "proxnox-backup-nmanager prune-job show '${job}"' >/dev/nul
2>&1"; then
ssh -0 BatchMbde=yes root @ ${ PBS_HOST}" \
" pr oxnmox- backup- manager prune-job update ' ${job}' \



el

fi

--store ' ${PBS_DATASTORE}"' \
- - keep-l ast ${ KEEP_BACKUPS} \
--schedul e ' ${ PRUNE_SCHEDULE}' \
--disable true"

se

# T?0 job nRi: c?n | ?ch h?p | ?, nh?ng disable ?? khéng t? ??ng ch?y

ssh -o BatchMdde=yes root @ ${ PBS HOST}" \
" proxnox- backup- manager prune-job create ' ${job}' \
--store ' ${ PBS_DATASTORE}' \
--schedul e ' ${ PRUNE_SCHEDULE}"' \
- - keep-l ast ${ KEEP_BACKUPS} \
--disable true"
|| { echo "[$(ts)] ERROR create/update prune job failed";

echo "[$(ts)] Running PRUNE job '${job}"..."
ssh -o BatchMode=yes root @ ${PBS HOST}" \

" pr oxnox- backup- manager prune-job run '${job}'" \
&% echo "[$(ts)] Prune finished." \
|| { echo "[$(ts)] ERROR: Prune failed"; return 1; }

# GC
gc_datastore() {

return 1; }

echo "[$(ts)] Running GARBAGE COLLECTI ON on datastore '${PBS DATASTORE}'..."
ssh -o BatchMode=yes root @ ${ PBS_HOST}" \
" pr oxnox- backup- manager garbage-col |l ection start '${PBS _DATASTORE}'" \

&& echo "[$(ts)] GC finished." \
|| { echo "[$(ts)] ERROR GCC failed"; return 1; }

# B?t PBS
pbs_

start() {

echo "[$(ts)] Starting PBS VM ${PBS VM D}..."
if gmis_running "${PBS_VM D}"; then

el

fi

echo "[$(ts)] PBS already running."
se
gmstart "${PBS_VM D} "

wai t _for_pbs_ready

# T?t PBS
pbs_

shut down() {

echo "[$(ts)] Shutting down PBS VM ${PBS VM D}..."

#

if

fi

#
#
#

0) N?u ?a t?t thi thoat s?m

I gmis_running "${PBS_VM D}"; then
echo "[$(ts)] PBS already off."
return O

1) ?2u tién t?t t? bén trong guest (an toan nh?t)
Yéu c?u b?n ?a c?u hinh SSH key PVE -> PBS
Ding systend ?? poweroff khéng ch? (fork ra n?n)

ssh -o BatchMdde=yes -0 Connect Ti neout =5 root @ ${ PBS_HOST}" \

'nohup systenctl poweroff >/dev/null 2>&1 & || true

echo "[$(ts)] Sent 'systenctl poweroff' to PBS."

#

2) Ch? PBS t?t h?n (polling gm status)

SHUT_WAI T=${ WAI T_PBS_SHUT_SEC: - 300} # 5 phat nPc ??nh
deadl i ne=$(( $(date +%) + SHUT _WAIT ))

while gm.is_running "${PBS_VMD}"; do

if (( $(date +%) > deadline )); then
echo "[$(ts)] Guest did not poweroff within ${SHUT_WAI T}s.
br eak

Trying 'gm shutdown'. ..



fi
sleep 5
done

# 3) N?u v?n con ch?y -> th? 'gm shutdown' v?i tinmeout dai h?n

if gmis_running "${PBS_VMD}"; then

gm shut down "${PBS_ VM D}" --tinmeout "${SHUT_WAIT}" || true

fi

# 4) Ch? thémchat n?a

end2=$(( $(date +%) + 60 ))

while gm.is_running "${PBS_VMD}"; do
if (( $(date +%) > end2 )); then

echo "[$(ts)] Still running after graceful attenpts. Forcing 'gmstop'..."
gm stop "${PBS_VM D}" || true
br eak
fi
sleep 5
done

# 5) K?t lu?n: coi nh? thanh céng n?u th?c s? ?a t?t

if I gmis_running "${PBS_VM D}"; then
echo "[$(ts)] PBSis off."
return O

el se

echo "[$(ts)] WARNING PBS | ooks stuck running.

return 1
fi

L
# MAIN
L
require_cnd gm

requi re_cnd proxnox-backup-client
require_cnd ssh

require_cnd vzdunp

echo "[$(ts)] ===== BACKUP Pl PELI NE START ====="

# 1) Start PBS & wait
pbs_start

# 2) Backup host PVE
backup_host

# 3) Verify sau host backup
verify_datastore

# 4) Backup cac VM CT
backup_vns
backup_cts

# 5) Verify sau VM CT backup
verify datastore

# 6) PRUNE r?i GC
prune_dat astore

gc_datastore

# 7) Shutdown PBS
pbs_shut down

echo "[$(ts)] ===== BACKUP Pl PELI NE DONE ====="

Pl ease check 'gm nonitor ${PBS VM D}'."



VaN Ve
Tu dong hoa
Thuc hién trén console hodac ssh ctia PVE

e Tao file . service. Day la hanh vi sé dugc thuc hién bdi . tiner
o nano /etc/systend/ systent backup. service
o S dung ndi dung sau
[Unit]
Descri pti on=Backup PVE host configuration to PBS
Aft er =net wor k- onl i ne. tar get
[ Service]

Type=oneshot
ExecSt art=/usr/ | ocal / bi n/ backup. sh

e Tao file .timer. N6 sé thuc thi . service theo thdi gian dugc chi dinh.

o nano /etc/systend/system backup.tiner

o St dung ndi dung sau
[Unit]
Descri pti on=Schedul e PVE host config backup (Tue, Thu, Sat at 2:00)
[ Ti mer]
OnCal endar =Tue, Thu, Sat 2: 00
Per si stent=true
AccuracySec=1m n

[Install]
Want edBy=ti ners.target

e Kich hoat timer

o Reload systemd systentct| daenon-rel oad

o Kich hoat timer systenct| enabl e --now backup.tiner
e Kiém tra

o systenctl list-tiners | grep backup

o systenctl status pve-host-backup.tiner

o K&t qua tuong tu nhu hinh sau la thanh céng

Nov 11 00:55:26 pve systemd[1l]: Started backup.timer - Schedule PVE host config backup (Tue, Thu,

Sat at 5:00).
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