Sao luu véi PBS (Simple)

Sao luu PVE sé chia lam 2 phan.

e Sao luu VM/CTs: Bugc PBS ho6 trg nén cé thé thuc hién don gian trén GUI
e Sao luu cau hinh PVE: Phan nay phai st dung script

Sao luu cau hinh PVE

Vi PVE khong cé chic nang backup cau hinh nén ching ta sé can st dung script va dung systemd
timer dé€ |én lich backup tu déng.

Backup script

Trudc khi bat dau vai script chiing ta can chudn bj 2 thi la PBS API Token va Fingerprint

e Fingerprint
o PBS Web > Dashboard > Show fingerprint
e APl Token
o PBS Web > Configuration > Access Control > API Token
o Néu chua cé hday thém mdéi. Sau khi nhan Add ban sé nhan dugc Token ID va Sceret.
Hay luu lai d€ dung & budc tiép theo.

User: Expire:

Token Mame: Enabled:

Comment

@ Help

Tao script backup bang Iénh nano /usr/1ocal / bi n/ pve- host - backup. sh v&i ndi dung sau. Dién théng tin
da chuan bi vao phan Cau hinh.

#! /usr/ bi n/ env bash
set -euo pipefail

BB HEH RS R R R R
# C?U H NH PBS

A S G L S
# | P/ FQDN PBS va Datastore
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PBS_HOST=' PBS | P'
PBS_DATASTORE=' Dat ast or €'

PBS_USER _TOKEN=' Token | D
PBS _TOKEN_SECRET=' APl Token Sceret"'
PBS_FI NGERPRI NT=' Fi ngerprint'

T

# TU? CH?N CHUNG

e
BACKUP_I| D="${ BACKUP_I D: - " $( host nane) - hostcfg"}"
DRY_RUN="${ DRY_RUN: - 0} "

export PBS_REPOS| TORY="${ PBS_USER TOKEN} @{ PBS_HOST}: ${ PBS_DATASTORE} "
export PBS_PASSWORD="${ PBS_TOKEN_SECRET}"
export PBS_FI NGERPRI NT="${ PBS_FI NGERPRI NT} "

BHHHBHHHBBHHABHHHRRHHABHHHRRHHABHHARHHHH
# NGU?N BACKUP (CH? TH? M?C, KHONG FI LE L?)
FHETRTH T T T T et

SOURCES=(
"pve-etc. pxar:/etc" # Bao tr?n: pve, network, hosts, resolv.conf, hostnane,
apt, ssh, default, kernel, nodul es, nodprobe.d, sysc>
"pve-cron. pxar:/etc/cron.d" # Cron.d
"pve-cront abs. pxar:/var/spool/cron/crontabs" # T?t c? crontab user (bao g?mroot)
"pve-root-hone. pxar:/root" # Script & key qu?n tr? (can nh?c exclude b?t)
"pve-usrlocal . pxar:/usr/local" # Script/service t? thém (n?u co)

# Lo?i tr? cho nh? (tu? b?n ch?nh)
EXCLUDES=(
"--exclude=/root/*.iso"
"--exclude=/root/*.ing"
"--exclude=/root/.cache"

L

# TI?N KI ?M TRA

L

echo "[*] Checking PBS login..."

pr oxnmox- backup-client login --repository "${PBS_REPCSI TORY}"

e

# TH?C H ?N BACKUP

T

echo "[*] Starting host-config backup (backup-id=${BACKUP_ID})"
CNMVD=( pr oxnox- backup-cl i ent backup)

CVD+=("${ SOURCES[ @ } ")

CVD+=("${ EXCLUDES[ @} ")

CVD+=( - - backup-id "${BACKUP_I D} ")

CMVD+=( - - backup-type host)

if [[ "${DRY_ RUN}" == "1" ]]: then
CNVD+=(--dry-run)
echo "[*] DRY RUN enabl ed"

fi

# 1n cau | ?nh (?n secret) r?i ch?y
echo "[*] Running: ${CMDJ *]/${PBS_TOKEN_SECRET}/ *** SECRET***}"
"s{ovy @}

echo "[?] Backup finished"

# D?n bi ?n nh?y c?m
unset PBS_PASSWORD



Cap quyén thuc thi cho script chnod +x /usr/ 1 ocal / bi n/ pve- host - backup. sh

DUng Iénh DRY_RUN=1 /usr /1 ocal / bi n/ pve- host - backup. sh dé kiém tra. Néu két thidc bang [?] Backup
fini shed tdc la thanh céng.

DUNg |énh 7usr/1ocal / bi n/ pve- host - backup. sh d€ chay script

L?p [?7ch t? ??7ng

Thuc hién trén console hodac ssh cta PVE

e Tao file . service. Day la hanh vi sé dugc thuc hién bdi . tiner
o nano /etc/systend/ systenm pve-host-backup. service
o S dung ndi dung sau
[Unit]
Descri pti on=Backup PVE host configuration to PBS
Aft er =net wor k- onl i ne. target
[ Service]

Type=oneshot
ExecStart =/ usr/| ocal / bi n/ pve- host - backup. sh

e Tao file . tiner. N6 sé thuc thi . servi ce theo thoi gian dugc chi dinh.

o nano /etc/systend/ systent pve-host-backup. tiner

o SU dung ndi dung sau
[Unit]
Descri pti on=Schedul e PVE host config backup (Tue, Thu, Sat at 2:00)
[ Timer]
OnCal endar =Tue, Thu, Sat 2: 00
Persi stent=true
AccuracySec=1mn

[Install]
Want edBy=ti ners.target

e Kich hoat timer

o Reload systemd systenct| daenon-rel oad

o Kich hoat timer systenct| enabl e --now pve-host-backup. ti mer
e Kiém tra

o systenctl list-tiners | grep backup

o systenttl status pve-host-backup.tiner

o Két qua tuong ty nhu hinh sau

- backup.timer backup.service
+07 1h 4min ago g-db-backup.timer dpkg-db-ba

root@pve:~ ) xmctl status bac
® backup.timer - Schedule FVE hos 1 rackup . Thu, Sat at 5:00)
Loaded: ] ¥ . enabled; preset: enabled)

55:26 +07; 10min ago

Trigger:
Triggers: ® backup.service

Nov 11 00:55:26 pve systemd[1l]: Started backup.timer - Schedule PVE host config backup (Tue, Thu, Sat at 5:00).

Két qua kiém tra
Mon 2025-11-10 00: 00: 00 +07 20h Sun 2025-11-09 00: 00: 43 +07 3h 47m n ago dpkg-db-backup.tinmer dpkg-

db-backup. service
Tue 2025-11-11 02: 00: 00 +07 1 day 22h - - backup.tinmer backup.service


https://knowledge.thanhdv.com/uploads/images/gallery/2025-11/rNpimage.png

T? ??ng Verify sau khi backup

Chuén bij ssh key trén PVE

e Tao cap khéa SSH (public/private key) cho tai khoan root trén may PVE
ssh-keygen -t ed25519 -N "" -f /root/.ssh/id_ed25519

e Sao chép public key (file .pub) t&r may PVE sang may PBS, d€ PBS cho phép root @VE dang
nhap ma khéng can mat khau.
ssh-copy-id -i /root/.ssh/id_ed25519. pub root @92. 168. 1. 104
Lan dau chay sé yéu cau nhap ding mat khau.

e DE ki€m tra hady thir truy cap ssh root @92. 168. 1. 104 néu khéng yéu cau méat khau la thanh
cbng.

Thém code post-verify vao cudi script backup trén.

# ==== POST: VERI FY DATASTORE TREN PBS SAU KHI BACKUP THANH CONG ====
if [[ "${DRY_RUN}" !'="1" ]]; then
echo "[*] Trigger verify on PBS for datastore '${PBS_DATASTORE}'
# Ch?y verify toan datastore. M’c ??nh --ignore-verified=true nén ch? verify snapshot n®i/ch?a verified
# ho?c snapshot ?a qua h?n theo --outdated-after
ssh -o Bat chMode=yes root @ ${PBS_HOST}" \
" proxnox- backup- manager verify ' ${PBS_DATASTORE}' --ignore-verified true --outdated-after 7" \
&% echo '[?] Verify job started on PBS' \
|| echo '[!] Failed to start verify job on PBS
fi

Sao luu VM/CTs

Muc tiéu la 1én lich dé PVE tu dong chay backup mdi thir 3, 5, 7 vao IGc 4h va thuc hién verify sau
dé vao luc 5h

Lén I?ch backup

e PVE web > Datacenter > Backup > Add

Storage: Chon PBS da thém & budéc cai dat

Schedule: Dién tue,thu,sat 04:00 dé€ chon th( 3, 5, 7 vao lic 4h. Thay daéi tuy y
Selection mode: All (hoac cac lua chon khac néu muén)

Mode: Snapshot

Enable: true

(@] Add

o

o

o

o

o



General Motifications  Retention  MNote Template  Advanced

Node:

Storage: VM _PBS Mode: Snapshot

Schedule: tue thu, sat 04:00 Enable:

Selection mode: Al

Job Comment:

Lén 1?ch verify

e PBS web > Datastore > Verify Jobs > Add

Local Datastore: chon datastore da tao khi cai dat

Schedule: tue,thu,sat 05:00 dé |én lich verify IGc 5h, sau khi backup
Skip Verified: chon dé€ bd qua nhiing file da verified. tiét kiém tai nguyén
Re-Verify After: 7 ngay. Verify lai nhiing file da verify qué 7 ngay

o Add

o

o

o

o
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Edit: Vernfication

Local Datastore: DSM_NFS Schedule: tue thu sat 05:00

Namespace: Skip Verified:

Max.. Depth: Re-Verify After:
Comment:

Job 1D: v-b357bb25-e98d

Advanced

Luuy

Vi task backup cho DSM. PVE sé thuc hién backup tat ca cac 6 dia dugc passthrough cho DSM nén
dung lugng can backup la rat 16n, va diéu nay cling la khéng can thiét vi DSM da st dung Hyper

Backup.

Pé& tat backup cho 2 6 cliing nay PVE Web > pve > VM DSM > Hardware > Disk. Tick chon
Advanced > B6 tich Backup

Edit: Hard Di
Disk Bandwidth

Default (No cache)

SSD emulation: Backup:
Skip replication:

Async 10: Default (io_uring)

Advanced
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