Trién khai CI/CD
cho DSM Web
Server

Cl/CD deploy web Ién web hosting chay trén DSM

e CI/CD su dung GitHub Actions

e CI/CD su dung Jenkins




Cl/CD st dung GitHub
Actions

Cau hinh trén DSM

T7?0 shared folder

Trén DSM

e Control Panel > Shared Folder > Create Shared Folder > Name: docker
e Trong folder tao thém folder cho cac web khac nhau

o docker/Web/web_x

o docker/Web/web_y

o docker/Web/web z



Shared Folder Creation Wizard

Set up basic information

Mame *: docker
Description:
Location: Volume 1: Btrfs -

Hide this shared folder in "My Network Places"
Hide sub-folders and files from users without permissions i

Enable Recycle Bin

Mote: How to set up a Recycle Bin emptying schedule

* This field is required.

Mext

T?0 container web hosting

Trén DSM truy cap Container Manager. Tao moét project va sir dung docker compose dé€ cau hinh
container mai.

Véi web tinh chi cé html thi s&r dung image ngi nx: al pi ne

services:
web- cv:
i mage: nginx: al pi ne
cont ai ner _nane: web-cv # Tén contai ner
vol unes:
- /vol unel/ docker/Web/cv:/usr/share/nginx/htm:ro # th? nc code # ro = readonly
ports:
- "9901: 80" # port ?? truy c?p. Trong tr??ng h?p nay la 192.168. 1. 88: 9901
restart: unl ess-stopped

Véi web dong st dung php thi s dung image php: 8. 3-apache

services:
web- upkgs:
i mge: php: 8. 3-apache
cont ai ner _name: web- upkgs
vol unes:
- /vol unel/ docker/ Web/ upkgs: /var/ww htm :rw # rw = read wite
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ports:
- "9902: 80"
restart: unl ess-stopped

Copy source code vao ding thu muc da mapping.

Chay container méi tao. Néu truy cap dugc qua local (ex: 192. 168. 1. 88:9902) la thanh coéng la thanh
céng.

T?0 user depl oy va phan quy?n

Trén DSM tao mét user mdéi la depl oy d€ chung cho viéc deploy web

B?t SSH

DSM > Control Panle > Terminal & SNMP > Enable SSH service > Apply

Tao SSH key cho GitHub Actions

e Trén may tinh Windows/macOS/Linux khac c6 ssh-keygen
o ssh-keygen -t ed25519 -C "gi thub-acti ons-to-dsnt

bat tén cho key (ex: id_ed25519 web _deploy)

Passphrase c6 thé dé tréng

Khi thanh céng sé c6 thong bdo dang nhu sau

o

(e}

o

Your identification has been saved in id_ed25519 web_depl oy
Your public key has been saved in id_ed25519 web_depl oy. pub

e Xem nodi dung public key
o cat id_ed25519 web_depl oy. pub

Thém public key vao user deploy

e Truy cap vao DSM théng qua ssh bang user depl oy
ssh depl oy@ P. C?A_DSM

e Tao thu muc . ssh va file authori zed keys
nkdir -p ~/.ssh

chmod 700 ~/.ssh
vi ~/.ssh/aut horized keys

e Dan noi dung i d_ed25519 web_depl oy. pub da tao & trén vao file nay
e Set quyén chnmod 600 ~/.ssh/authorized_keys

e Thir dang nhép bang key
ssh -i id_ed25519 dsm depl oy@ P_C?A DSM

e Néu login thanh cong ma khéng hdi password la thanh céng.



Luuy

e chnod 700 cap quyén doc ghi va thuc thi cho chd sé hitu
e chnod 600 cap quyén doc ghi cho chd st hitu

Luuy
Néu dang nhap vao van yéu can password

e Can dam bao chac chan user deploy cé
e Dam bdo cap dung quyén chnod 700 va chnod 600
e DAm bao g6 ding tén key da da tao (ex i d_ed25519 web_depl oy Va i d_ed25519 web_depl oy. pub
)
e Néu van khong dugc thi dung sudo grep - E "PubkeyAut henti cati on| Aut hori zedKeysFi | e"
/etcl/ sshisshd _config dé ki€m tra config
o K&t quad mong doi

PubkeyAut henti cation yes
Aut hori zedKeysFi |l e . ssh/aut hori zed keys

o Néu khéng dung 100% (PubkeyAut hent i cation no, AuthorizedKeysFile khéng chinh xac,
c6 dau # comment phia trudc) thi can stra lai cho ddng sudo vi /etc/ssh/sshd_config
o Restart ssh sudo synosystentt!l restart sshd

o Thir truy cap lai ssh -i id_ed25519 web_depl oy -o ldentitiesOnly=yes
depl oy@92. 168. 1. 88

e Néu van chua thanh céng
o Thir ki€ém tra quyén bang Iénhis -1d ~
o Néu quyén qua réng
777 (drwxrwxrwx)
775 (drwxrwxr-x)

thi can dua vé mac dinh 755 (drwxr-xr-x)
sudo chnmod 755 ~

o Restart ssh sudo synosystenttl restart sshd

o Thir truy cap lai ssh -i id_ed25519 web_depl oy -0 ldentitiesOnly=yes
depl oy@92. 168. 1. 88

Luu y:
P& dam bao bdo mat hay tat PasswordAuthentication

e sudo vi /etc/ssh/sshd_config
e S(ra Passwor dAut henti cation thanh no
e Restart ssh sudo synosystenctl restart sshd
e Thur truy cap lai
o ssh -i id_ed25519 web_deploy -o ldentitiesOnly=yes deploy@92.168.1.88 => Thanh
cébng
o ssh depl oy@92. 168. 1. 88 => That bai



Setup GitHub Secrets

M? port

Trudc tién dé GitHub c6 thé truy cap téi DSM thong qua SSH thi can ma port 22 clia may chu DSM.

Cé thé map bat ky c6ng nao cula router vao céng 22 clia DSM

Virtual Server for

Index

Application

Protocol

Start Port Number

End Port Number

Local IP Address

Start Port Number(Local)

End Port Number(Local)

Thém secrets

Single IPs Account/ WAN1

3 ¥

IDSM_SSH (= v

| TCP |

192.168.1.88

Trén GitHub repo > Settings > Secrets and variables > Actions > New repository secret

DSM HosT: IP cula router (hoac domain name)

DSM PCRT: Port vira mé phia trén.

DSM USER: Username cla account deploy vUua tao

DSM PATH: Folder ch(ta source code trén DSM (ex: / vol umel/ docker/ Wb/ cv)
DSM SSH KEY: NOi dung private key da tao

o cat id_ed25519 web_depl oy d€ xem ndi dung private key

Tao GitHub Actions

Trong repo trén GitHub tao file . gi t hub/ wor kf | ows/ depl oy. ym
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nanme: Deploy to DSMvia SSH + rsync

on:
push:
branches: [ nmain ] # ??1 1?1 branch b?n dung, vi d? 'master' ho?c 'prod
wor kf | ow_di spat ch: # cho phép ch?y tay t? tab Actions
j obs:
depl oy:

runs-on: ubuntu-| at est

st eps:
- nane: Checkout code
uses: actions/ checkout @4

- name: Start SSH agent
uses: webfactory/ssh-agent @0.9.0
wi t h:
ssh-private-key: ${{ secrets.DSM SSH KEY }}

- nanme: Add DSM host to known_hosts
run: |
nkdir -p ~/.ssh
ssh-keyscan -p ${{ secrets.DSM PORT }} ${{ secrets.DSM HOST }} >> ~/.ssh/known_hosts

- nane: Deploy via rsync
run: |
rsync -avz --delete \
--exclude ".git" \
--exclude ".github" \
N
${{ secrets.DSM USER }} @{{ secrets.DSM HOST }}: ${{ secrets. DSM PATH }}

(Tuy ch?n) Set |?i owner cho ?ung user ch?y web trén DSM
N?u c?n, b? comment ?0?n nay va ch?nh 'http:http' theo user c?a Synol ogy/ Cont ai ner
- nane: Fix perm ssions on DSM
run: |
ssh ${{ secrets. DSM USER }} @{{ secrets.DSM HOST }} -p ${{ secrets.DSM PORT }} \
"chown -R http:http ${DSM PATH}"

H* ¥ o H H H®

G ?i thich nhanh:
acti ons/ checkout @4: clone code t? repo vao runner.
webf actory/ ssh-agent: |oad private key vao ssh-agent ?? rsync/ssh dung.
ssh-keyscan: thém host DSM vao known_hosts ?? tranh pronpt t??ng tac.
rsync -avz --delete:

-a: archive (gi? permission, symink, v.v.)

-v: verbose

-z: nén khi truy?n

--delete: x06a file trén DSM n?u ?& xb6a trong repo

--exclude: khéng ??y .git, .github | én DSM

HOH OH H B HH R R

Ok nhu vay la da xong. Hay ddm bao da mount chinh xac folder cho cac container php, nginx nhu
budc dau tién

e php: /vol umel/ docker/ webapp -> /var/ww/ ht ni
° Nginx: /vol umel/ docker/webapp -> /usr/share/ ngi nx/ htm

Test



. Thuc hién commit trén repo
. Push I1én main (hoac branch da chon)
. Vao tab Actions culia repo - chon workflow Deploy to DSM via SSH + rsync:
e Xem log:

o Néu 16i SSH: check lai DSM_HOST, DSM_PORT, firewall/router.

o Néu 16i quyén: check quyén user depl oy véi folder /vol umel/ docker / webapp.
. Néu job xanh (success), SSH vao DSM:
e Kiém tra:

ols -1 /volunel/ docker/ Wb/ cv

o Dung DSM web truy cép téi thu muc dugc mount va kié€m tra.

o Truy cap va kiém tra thuc té trén web



Cl/CD su dung Jenkins



