Verdaccio

Verdaccio is a lightweight private npm proxy registry built in Node.js

e Verdaccio

e CI/CD cho Verdaccio véi Jenkins

e CI/CD cho Verdaccio vGi GitHub Actions




Verdaccio

Téng quan vé Verdaccio.

Verdaccio la mét proxy server va private registry cho cac package.
Tinh n?ng chinh.
Luu trir cdc package ma khoéng can publish |én cac package manager public.

Proxy va cache cac package public: Verdaccio cé thé proxy, cache cac package ban da tai tir dé
giup:

e Tang toc d6 cai dat package

e Giam phu thudc vao internet hoac registery chinh.

e C3i thién d6 6n dinh trong CI/CD

Tao méi trudong phat trién an toan va kiém soat hon: Verdaccio cho phép ban cdu hinh quyén
truy cap cho user, chi ai cé quyén truy cap mdi c6 thé publish hoac install package cu thé.

?u ?i?m chinh,
Dé cai dat: C6 thé cai dat bang I1énh npminstal I hodc trén Docker

Khéng can co soé dir liéu: D{ liéu dugc luu dudi dang file (yaml, json) phu hgp véi cac du an nho,
trung binh.

Tich hop CI/CD tét: Hb tro pipeline CI/CD dé€ test, publish cac géi néi bo.

Ho tro plugins: C6 thé méd rong chirc nang qua plugin.

Cai dat Verdaccio.

Trong bai viét nay minh sé cai Verdaccio bang Docker trén NAS XPEnology.

Step 1: Prepare

Trong File Station tao mét shared folder tén la docker (c6 thé sir dung cho nhiéu container) va cap
quyén Read&Write cho ContainerManager (néu sau nay gap 16i cé thé cap thém quyén Read &
Write cho Everyone)



Tao folder Verdaccio bén trong folder docker vira tao & budc trén.

Trong folder Verdaccio tao thém cac folder conf, plugins, storage dé€ mapping trong qua trinh cai
dat container (Viéc map folder sé giup tranh mat dit liéu khi Container gap van dé, hoac

uninstall container)
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3 items

Trong folder docker/Verdaccio/conf tao file config.yaml véi n6i dung nhu sau:

max_body_si ze: 143nb

storage: /verdacci o/ storage

pl ugi ns: /verdacci o/ pl ugi ns

web:
enabl e: true

title: ThanhDV's Verdaccio

aut h:
ht passwd:
file: ./htpasswd

packages:
@

access: $all

publish: $authenticated
unpubl i sh: $aut henti cat ed
access: $all

publ i sh: $aut henticated
unpubl i sh: $aut henti cat ed

=1

&
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| og:
- { type: stdout, fornat: pretty, level: info }

Step 2: Download Image

Truy cap Container Manager trén NAS tai vé image verdacci of ver dacci o: 7x- next
Sau khi tadi vé xong chudt phai vao image va chon Run.

Step 3: Setup

General Settings

verdaccio/verdaccio:7.x-next - Create Container

General Settings

Image: verdaccio/verdaccio:7.x-next -
Container Name: * verdaccio-verdaccio-1

Enable resource limitation i

Enable auto-restart i
Set up web portal via Web Station i
4873 HTTP —

+ Add Port

e Container Name: Dat tuy y
o Enable Auto-restart: Bat dé container tu khéi dong lai

Xong chon Next.

Advanced Settings

Port Settings dién s6 céng dé truy cap dén Verdaccio (mac dinh la 4873)


https://knowledge.thanhdv.com/uploads/images/gallery/2025-05/37416.png

A~ Port Settings

Enter available DSM ports in the Local Port field to map the ports with container ports. The ports listed
here are the container's exposed ports.

4873 4873 TCP v | =

+ Add

Sau dé nhan Next.
Ki€m tra lai cai dat mot lugt r6i nhan Done.

Néu thanh céng ban c6 thé truy cap giao dién web cla Verdaccio qua http://localhost:4873 hoac

néu ban c6 domain riéng da setup thi cé thé truy cap qua domain name http://domain.com:4873

V¥V  Q Search Packages

No Package Published Yet.

To publish your first package just:

1. Create user

npm adduser --registry https://upm.thanhdv.icu/
2. Publish

npm publish --registry https://upm.thanhdv.icu/
3. Refresh this page

LEARN MORE

Step 4: Cai ??t Reverse Proxy (Optional)

Trén NAS, tao Reverse Proxy mdi, Control Panel > Login Portal > Advanced > Reverse Proxy
> Create
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Reverse Proxy Rules X

General Custom Header Advanced Settings

Reverse Proxy Name: Verdaccio

Source

Protocol: HTTPS -
Hostname: upm.thanhdv.icu

Port: 443

v Enable HSTS

Access control profile: Not configured - i
Destination
Protocol: HTTP -
Hostname: localhost
Port: 4873

Source

o Reverse Proxy Name: Tuy chon

e Protocol: HTTPS

e Hostname: Dia chi ban muén s dung dé truy cap Verdaccio
e Port: 443

e Enable HSTS: true

Destination

e Protocol: HTTP (giao thic cla Verdaccio khi cai dat qua Docker)
e Hostname: localhost (hoac local IP)
e Port: 4873 (c6ng truy cap khi cai dat trén Docker)

Chon Save dé hoan tat.

Dén day minh da cé thé truy cap Verdaccio qua domain. Nhung van sé nhan dugc thong bao bao
mat. Can cai dat thém Certificate.

Truy cap Control Panel > Security > Certificate > Add tao moét Certificate méi va gan cho dia
chi vlra tao & budc trén.
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St dung co ban

Create user
npm adduser --registry https://your-donai n. com

Login
npmlogin --registry https://your-domain.com

Publish

npm publish --registry https://your-donai n. com

Unpublish
npm unpubl i sh package.id --force --registry https://your-domain.com



Cl/CD cho Verdaccio vai
Jenkins

Chuan bi

Verdaccio Server

Jenkins

e Jenkins Controller.

e Jenkins Agent.

Jenkins Plugins

Blue Ocean

Node)S (Cai dat tu ddng Node)S Ién Agent)
Credentials

Credentials Binding

GitHub (Can cho Webhook)

Discord (Théng bdo khi pipeline chay xong)

Package Repo (Repo trén Git, Github, Gitlab... folder package ch(a Jenkinsfile va package.json)

Jenkins Credentials (Cai dat Credentials)

Credential cho Verdaccio (ch(ra username, password dang nhap Verdaccio)
Credential cho Github (chlra username va PAT xac thuc Github)

Credential cho Github Secret (ch&ra Webhook Secret cta Github)
Credential cho Discord Webhook URL (chira Webhook URL cla Discord)

Tao va cau hinh Jenkins Jobs

Tao item mdi véi type la Pipeline.

Cau hinh Jobs


https://docs.thanhdv.com/other/ci-cd-trong-unity-part-3/
https://docs.thanhdv.com/other/ci-cd-trong-unity-part-4/

e General (tuy chon)
o Description: md ta
o Github project: link dén github repo (khéng quan trong)
e Trigger
o Chon GitHub hook trigger for GITScm polling dé trigger tu GitHub.
o Poll SCM dé kiém tra bao build dinh ky.
o D& tréong néu mudn chay tha cong.
e Pipeline
o Definition:
o Pipeline script from SCM dé s dung jenkinsfile trong repo (recommend)
o Pipeline script dé€ viét trugc ti€p jenkinsfile
o SCM chon Git
o Repositories
o Repository URL: URL cua GitHub repo (Ex:
https://github. conf ThanhDang143/ Backup. Uni Task. gi t )
o Credentials: chon GitHub Credentials da tao.
o Branches to build: nhanh GitHub can theo doi
o Script Path: Budng dan dén Jenkinsfile trong repo (mac dinh la Jenki nsfile. Ex:
src/ Uni Task/ Asset s/ Pl ugi ns/ Uni Task/ Jenki nsfil e)

Chay va kiém tra

Tai day ta da co6 thé chay build tha céng.
Truy cap Blue Ocean. D& theo dbi tién trinh.
Kiém tra két qua va debug.

Néu thanh coéng thi cé thé chuyén sang budc ti€p theo.

Cau hinh Trigger tu dong
Tiép dén la cau hinh dé€ Jenkins ty déng chay job khi c6 commit méi trén GitHub.

e Dam bao Jenkins Job da chon GitHub hook trigger for GITScm polling khi tao Job.
e Cau hinh webhook trén GitHub Repo
o Truy cap GitHub Repo > Settings > Webhook > Add webhook
o Payload URL:
o Mac dinh la URL Jenkins theo sau la 7 gi t hub- webhook/ (EX:
https://jenkins.thanhdv. con gi t hub-webhook/)
o URL Jenkins phai truy cap dugc tir internet.
o Content type: chon application/json
o Secret |a Credential cho Discord Webhook URL da chuan bi



o Which events? chon Just the push event.
o Dam bao da tick chon Active > Add Webhook

Sau khi add webhook github sé ping tGi server. Kiém tra tab Recent Deliveries dé biét trang thai
ping

e Néu khéng thanh céng ki€m tra lai cac 16i co ban nhu sai Payload URL, sai Secret, chua
thém secret vao Shared secrets
e Néu thanh céng c6 thé push mot commit mai dé test.

Gui thong bao qua Discord

Tao Discord Webhoook, trén Discord truy cap Server Settings > Integrations > Create
Webhook.

Copy Webhook URL da tao. Truy cap Jenkins Server tao Credential cho Discord Webhook URL.
Trong budc tiép theo ta can cap nhat trong Jenkinsfile (P4 cé dady du trong Jenkinsfile demo)

e Tao moét bién moi trudng DI SCORD WEBHOOK = " CREDENTI AL_| D DI SCORD WEBHOOK_URL" d€ dam
bao tinh bdo mat khong st dung truc tiép Discord Webhook URL trong Jenkinsfile.

e Chinh stra bén cac khoi su kién success{ }, failure { }, aborted { } bén trong khdi post
v@i n6i dung demo nhu hinh dudi. Chinh stra lai néi dung cho phu hgp.

script {
wi t hCredential s([string(credentialsld: "${env.D SCORD WEBHOOK}", vari abl e:
' DI SCORD_WEBHOOK_URL_SECRET')]) {
di scor dSend(

webhookURL: DI SCORD_WEBHOOK_URL_ SECRET,
title: "?? Aborted: ${env.JOB_NAMVE}",
description: "Build #${env. BU LD NUMBER} for job ~${env.JOB_NAME}"  was aborted.",
result: "ABORTED',
link: env.BU LD URL,
footer: "Jenkins Build Notification"

Phu luc

Cai ??t Credentials

Thém Domain (Tu? ch?n)

Jenkins Manager > Credentials > System > Add domain. Tai day dién Name va Desc cho
domain mai.

Néu khoéng tao domain mdi cé thé sir dung domain Global.



Thém Credentials

Jenkins Manager > Credentials > System > Domain > Add Credentials

e Kind

o Username with password véi Credential cho Verdaccio hoac Credential cho Github...
o Secret text vgi Credential cho Discord Webhook URL...

o ...

Scope: global

Username

Password: password hoac PAT...

Secret: chudi text

e Description: moé ta.
Chu y:

e Véi Credential cho GitHub Secret sau khi tao can thém vao Shared secrets

e Jenkins Manager > System > GitHub > Advanced > Shared Secrets > Add
Shared Secret tai day dién ID cla Credential.

e Néu khéng thay GitHub kiém tra lai GitHub Plugin

L?i th??ng g?p khi ch?y Jenkins Job

L&i FileNotFoundException: Sai duong dan. Kiém tra lai cac path trong Jenkinsfile (PROJECT_PATH...)
L6i Cannot run program "sh": sh la [énh cla Linux. Néu may Agent |a Window thay sh bang bat .

LOi RejectedAccessException (new java. net. UR): Bi chan bai Script Security sandbox. Phé duyét tai
Jenkins Manager > In-process Script Approval

Jenkinsfile demo

Windows

def packageVersionFronFile = ""
def packageNane = ""
def verdacci oPackageUr| = ""

pi peline {
/1 Agent with Node.js & Gt required
agent { label "thanhsserver" }

/1 Ensure Node.js tool is available (configure in Jenkins d obal Tool Config)
tools {
nodej s "NodeJS22"

}

envi ronnent {
/1 Path to the directory containing package.json
PRQIECT_PATH = "src/ Uni Task/ Asset s/ Pl ugi ns/ Uni Task"



/'l Verdaccio registry URL
VERDACCI O REG STRY_URL = "https://upm t hanhdv. cont

/1 Jenkins Credential ID for Verdaccio auth (e.g., Secret Text or User/Pass w th token)

VERDACCI O_CREDENTI AL_I D = " THANHDV_VERDACCI O_AUTH'

/1 Jenkins Credential IDfor Gt auth (MJUST be "Usernane with password" type)

/] Usernane: your git usernane
/' Password: your git access token
G T_CREDENTI AL_I D = " THANHDV_G THUB_JENKI NS_CREDENTI AL"

/1 Discord webhook create on Discord and add to Jenkins credenti al
DI SCORD WEBHOOK = " DI SCORD_VERDACCI O WEBHOOK"

/'l Release if commit has this key
RELEASE_KEYWORD = "Rel ease v"

}
/1l === End Configuration ===

/1 Pipeline options
options {
timestanps()
bui | dDi scar der (| ogRot at or (nunifoKeepStr: "10"))
timeout (time: 30, unit: "M NUTES")
di sabl eConcurrent Bui | ds()
}

stages {
st age(" Checkout") {
steps {
/'l Get source code
checkout scm
/1 git Ifs pull // Unconment if using Gt LFS

}

}

/'l stage("Validate Commit Message") {

I steps {

I/ di r (env. PROOECT_PATH) {

I script {

I def isManual Trigger = fal se

I currentBui | d. get Bui | dCauses() . each{ cause ->

Il i f (cause instanceof hudson. nodel.Cause$User| dCause ||
cause. shortDescri ption.contains("Started by user ")) {

I i sManual Trigger = true

/1 }

/1 }

/1 if (isManual Trigger) {

I echo "Build triggered by User! Ignore Validate Conmt Message."

I } else {

I/ def conmit Message = bat(script: 'git log -1 --pretty=98,
true).trim)

/1 echo "Checking commit nessage: ${conm tMessage}"

I if (!conmm tMessage. contai ns( RELEASE_KEYWORD) ) {

I echo "Build condition not nmet! Aborting pipeline..."

I currentBuild.result = ' ABORTED

/1 return

/1 }

/1 }

I echo "Commit nessage is valid for release.”

/1 }

/1 }

/1 }

11y

returnStdout:



stage("Prepare") {
when {
expression { return currentBuild.result != "ABORTED' }

}

steps {
/1l QOperate within the project directory
di r (env. PROOECT_PATH) {
script {
/1 Read version directly from package.json
def pkg = readJSON file: "package.json" // Assunes package.json is at
PRQIJECT_PATH r oot
if (!'pkg || !'pkg.version || !pkg.name) {
error "Could not read version from package.json"

}

/1 Store the version in the script-level variable
packageVer si onFronfi |l e = pkg. versi on
echo "Package version: ${packageVersionFronFile}"

packageNane = pkg. nanme
echo "Package nane: ${packageNane}"

ver dacci oPackageUr | = "${env. VERDACCI O REG STRY_URL}/ -/ web/ det ai | / ${ packageNane}"
echo "Package URL: ${verdacci oPackageUrl|}"

if (!packageVersionFronFile || !packageNane || !verdacci oPackageUrl) {
error "Failed to set variable."

}

wi t hCredenti al s([ user nanePasswor d(credenti al sl d: env. VERDACCI O CREDENTI AL_I| D,
usernaneVari abl e: "NPM USER', passwordVariable: "NPM PASS")]) {
echo "Configuring npmfor Verdaccio using Usernane/ Password..."
/1 Encrypt usernane: password to Base64
def userPass = "${NPM USER}: ${ NPM_PASS} "
def encodedAuth =
java. util.Base64. get Encoder (). encodeToStri ng(user Pass. get Byt es("UTF-8"))

def registryUri = new URI (env. VERDACCI O REG STRY_URL)
def registryAuthority = registryUri.getAuthority()
def registryHostPath = "//${registryAuthority}/"

/1 Configure .npnrc for Verdaccio registry & auth token

bat "echo registry=${env. VERDACCI O REG STRY_URL} > .npnrc"

bat "echo ${registryHost Pat h}: aut h=\"${encodedAut h}\" >> . npnrc"
echo ".npnmrc configured.”

}

/1 Install dependencies (mght run prepublish scripts)
/1 echo "Running npminstall..."
/1 bat "npminstall"

}
}
}
}
stage("Publish") {
when {
expression { return currentBuild.result != "ABORTED' }
}
steps {

/] Operate within the project directory
di r (env. PROOECT_PATH) {
script {
/1 Use the version read from package.json



echo "Publishing package version ${packageVersionFronfFile} to
${ env. VERDACCI O_REG STRY_URL}"

try {

auth/registry)

/1 Publish using npm (reads package.json for nane/version, uses .npnrc for

bat "npm publish --registry ${env. VERDACCI O REG STRY_URL}"
echo "Package version ${packageVersionFronFile} published successfully!"

} catch (err) {

}

echo "ERROR Failed to publish package!"
error "Publish failed: ${err.getMessage()}"

/'l I/ (Optional) Tag commit with the existing version from package.json
/| stage("Tag Existing Version") {

I/ /1 Only run on overall success so far

/1l when { expression { currentBuild.result == null || currentBuild.result == "SUCCESS" } }
I steps {

I /] Operate within the project directory

I di r (env. PROOECT_PATH) {

I script {

I echo "Tagging commt with existing version v${packageVersionFronFile}..."
I /1 Inject Gt credentials (Usernane = Gt user, Password = Access Token)
I wi t hCredenti al s([ user nanePassword(credential sld: env. d T_CREDENTI AL_I D,

usernaneVari abl e: "G T_USERNAMVE', passwordVariable: "G T_ACCESS TOKEN')]) {

/1

/1
speci fic user

/1

I
ver si on

/1
/1

/1 Configure Gt user (may not be needed if just tagging)
bat "git config user.email \"vanthanhl1998@nuil.com"" // EDIT Or use a

bat "git config user.nane \"ThanhDVs Jenkins\""

/1 NO commt needed here as we didn"t change package.json version via npm

/] Create annotated tag using the version from package.json
bat "git tag -a v${packageVersionFronFile} -m\"Rel ease

v${ packageVersi onFronFil e}\"" // Use the read version

/1
/1
/1
/1
configuration."
/1
/1
/1

/1 Push tag using HTTPS URL with enbedded token
def repoUrl = scm user Renot eConfigs[O0]. url
if ('repoUrl || !'repoUrl.startsWth("https://")) {
error "Could not determ ne HTTPS repository URL from SCM

}
def repoUrl Clean = repoUrl.replaceAl (/https?:\/\/[MN\/]+@, "https://")
def pushUrl = repoUrl d ean.replaceFirst("https://",

"https://${G T_USERNAVE} : ${ G T_ACCESS_TCOKEN} @)

/1
/1

/1 Push only the tag
bat "git push ${pushUrl}

ref s/ tags/ v${packageVersi onFronfFil e}:refs/tags/ v${packageVersi onFronFile}"

/1
/1
/1 }
/1 }
/1 }
!
}

/'l Post-build actions
post {

echo "Version tag v${packageVersi onFronFile} pushed successfully."



/1 Al'ways run cl eanup
al ways {
echo "Build finished. Ceaning up..."
/1 Clean up sensitive .npnrc file
di r (env. PROOECT_PATH) {
script {
try {
bat "del /F /Q .npnrc"
} catch (err) {
echo "Could not delete .npmrc (nmaybe it doesn't exist):

}

}

/1 On success
success {
echo "Pipeline successful!"

/|l Save artifacts if need
/'l archiveArtifacts artifacts: '"**/*.tgz', allowEnptyArchive: true

echo "d eani ng up workspace..."
del eteDir ()

echo "Sending success notification to Discord..."
script {
/1 Send
wi t hCredential s([string(credentialsld: "${env. D SCORD WEBHOOK} ",
' DI SCORD_WEBHOOK_URL_SECRET')]) {
di scor dSend(
webhookURL: DI SCORD WEBHOOK_URL_SECRET,
title: "? Success: ${env.JOB NAVE}",

${err.get Message()}"

vari abl e:

description: "Job “${env.JOB_NAME}" build #${env. BU LD_NUMBER} published package
" ${ packageNane} @{ packageVersi onFronFil e} successfully.\nBuild Log: ${env.BU LD URL}.\nPackage URL:

${ver dacci oPackageUr|}",
resul t: "SUCCESS",
l'ink: env.BU LD _URL,
footer: "Jenkins Build Notification"

}

/] On failure
failure {
echo "Pipeline failed!"

echo "Sending failure notification to Discord..."
script {
/1 Send
wi t hCredential s([string(credentialsld: "${env. D SCORD WEBHOOK} ",
' DI SCORD_WEBHOOK_URL_SECRET' )]) {
di scor dSend(
webhookURL: DI SCORD_WEBHOOK_URL_SECRET,
title: "? Failure: ${env.JOB_NAVE}",

vari abl e:

description: "Job “${env.JOB_NAME}" build #${env. BUI LD_NUMBER} failed to publish

package " ${packageNane} .\nBuild Log: ${env.BU LD URL}",
result: "FAI LURE",
l'ink: env.BU LD _URL,
footer: "Jenkins Build Notification"



aborted {
echo "Pipeline aborted!"
echo "Sending abort notification to Discord..."
script {
/1 Send
wi t hCredential s([string(credentialsld: "${env. Dl SCORD WEBHOOK} ", vari abl e:
' DI SCORD_WEBHOOK_URL_SECRET' )1) {
di scor dSend(
webhookURL: DI SCORD_WEBHOOK_URL_ SECRET,
title: "?? Aborted: ${env.JOB_NAMVE}",

description: "Build #${env. BU LD NUMBER} for job “${env.JOB NAME}  was aborted.",

result: "ABORTED',
l'ink: env.BU LD _URL,
footer: "Jenkins Build Notification"

unstabl e {
echo "Pipeline unstable!"

echo "Sending unstable notification to Discord..."
script {
wi t hCredential s([string(credentialsld: "${env. D SCORD WEBHOOK} ", vari abl e:
' DI SCORD WEBHOOK_URL_SECRET')]) {
di scor dSend(
webhookURL: DI SCORD WEBHOOK_URL_SECRET,
title: "?? Unstable: ${env.JOB_NAVE}",
description: "Job “${env.JOB _NAME}" build #${env. BUI LD_NUMBER} fi nished with
unst abl e status during processing of package " ${packageNane} .\nBuild Log: ${env.BU LD _URL}",
result: "UNSTABLE",
I'ink: env.BU LD _URL,
footer: "Jenkins Build Notification"

Linux

def packageVersionFronfFile = ""
def packageName = ""
def verdacci oPackageUrl = ""

pi peline {
/1 Agent with Node.js & Gt required
agent { | abel "verdaccio-publisher" }

/1 Ensure Node.js tool is available (configure in Jenkins d obal Tool Config)
tools {
nodej s "NodeJS22"

envi ronnent {
/1 Path to the directory containing package.json
PRQIECT_PATH = "Asset s/ Packages/ Devi ceDebugger "

/1 Verdaccio registry URL

VERDACCI O REA STRY_URL = "https://upm thanhdv. cont

/1 Jenkins Credential ID for Verdaccio auth (e.g., Secret Text or User/Pass w th token)
VERDACCI O_CREDENTI AL_I D = " THANHDV_VERDACCI O_AUTH'



stage("Prepare") {
when {
expression { return currentBuild.result != "ABORTED' }

}

/1 Jenkins Credential IDfor Gt auth (MJST be "Usernanme with password" type)
/'l Usernane: your git usernane
/1 Password: your git access token
G T_CREDENTI AL_I D = "THANHDV_G THUB_JENKI NS_CREDENTI AL"
/1 Discord webhook create on Discord and add to Jenkins credenti al
DI SCORD_WVEBHOCK = " DI SCORD_VERDACCI O V\EEBHOOK"
/1 Release if commt has this key
RELEASE_KEYWORD = "Rel ease v"
}
/1 === End Configuration ===
/'l Pipeline options
options {
timestanmps()
bui | dDi scar der (| ogRot at or (nunmToKeepStr: "10"))
tinmeout (tinme: 30, unit: "M NUTES")
di sabl eConcurrent Bui | ds()
}
stages {
stage(" Checkout ") {
steps {
/1l CGet source code
checkout scm
/1 git Ifs pull // Uncomrent if using Gt LFS
}
}
/1 stage("Validate Commt Message") {
/1 steps {
/1 di r (env. PROOECT_PATH) {
/1 script {
/1 def isManual Trigger = fal se
/1 current Bui | d. get Bui | dCauses().each{ cause ->
/1 if (cause instanceof hudson. nbdel . Cause$User | dCause ||
cause. shortDescription.contains("Started by user ")) {
/1 i sManual Tri gger = true
/1 }
/1 }
/1 if (isManual Trigger) {
/1 echo "Build triggered by User! Ignore Validate Conmt Message."
/1 } else {
/1l def commit Message = sh(script: 'git log -1 --pretty=08®8",
true).trim)
/1 echo "Checking commit nessage: ${conmi tMessage}"
/1 if (!conmitMessage. cont ai ns( RELEASE_KEYWORD) ) {
I echo "Build condition not net! Aborting pipeline..."
/1 currentBuild.result = ' ABORTED
/1 return
/1 }
/1 }
I echo "Conmit nessage is valid for release.”
/1 }
/1 }
/1 }
/1 }

returnStdout:



steps {
/'l Operate within the project directory
di r (env. PROOECT_PATH) {
script {
/'l Read version directly from package.json
def pkg = readJSON file: "package.json" // Assunes package.json is at
PRQIECT_PATH r oot
if (!'pkg || !pkg.version || !pkg.nanme) {
error "Could not read version from package.json"

}

/1 Store the version in the script-level variable
packageVer si onFronFi |l e = pkg. version
echo "Package version: ${packageVersi onFronFile}"

packageNane = pkg. nane
echo "Package nane: ${packageNane}"

verdacci oPackageUr|l = "${env. VERDACCI O REG STRY_URL}/ -/ web/ det ai | / ${ packageNane}"
echo "Package URL: ${verdacci oPackageUrl}"

if (!packageVersionFronFile || !packageNane || !verdacci oPackageUrl) {
error "Failed to set variable."

}

wi t hCredenti al s([user namePassword(credential sl d: env. VERDACCI O CREDENTI AL_I D,
user naneVari abl e: "NPM USER', passwordVariable: "NPM PASS')]) {
echo "Configuring npmfor Verdaccio using Usernane/ Password..."
/1 Encrypt usernane: password to Base64
def userPass = "${ NPM USER}: ${ NPM_PASS} "
def encodedAuth =
java. util.Base64. get Encoder (). encodeToSt ri ng(user Pass. get Byt es("UTF-8"))

def registryUri = new URI (env. VERDACCI O REG STRY_URL)
def registryAuthority = registryUri.getAuthority()
def registryHostPath = "//${registryAuthority}/"

/1 Configure .npnrc for Verdaccio registry & auth token

sh "echo ${regi stryHost Pat h}: aut h=\"${encodedAut h}\" > . npnrc"
sh "echo regi stry=${env. VERDACCI O REG STRY_URL} >> .npnrc"

echo ".npnrc configured."

}

/1 Install dependencies (m ght run prepublish scripts)
echo "Running npminstall..."
sh "npminstall"

}
}
}
}
stage("Publish") {
when {
expression { return currentBuild.result != "ABORTED' }
}
steps {

/1 QOperate within the project directory
di r (env. PROOECT_PATH) {
script {
/1 Use the version read from package.]json
echo "Publishing package version ${packageVersionFronFile} to
${ env. VERDACCI O_REG STRY_URL}"
try {
/1 Publish using npm (reads package.json for nane/version, uses .npnrc for
auth/registry)



sh "npm publish --registry ${env. VERDACCI O REG STRY_URL}"

echo "Package version ${packageVersionFronFile} published successfully!"
} catch (err) {

echo "ERROR Failed to publish package!"

error "Publish failed: ${err.getMessage()}"

}

/1 Il (Optional) Tag commt with the existing version from package.json
/] stage("Tag Existing Version") {

/1 /1 Only run on overall success so far

I when { expression { currentBuild.result == null || currentBuild.result == "SUCCESS" } }
/1 steps {

/1l /1l Operate within the project directory

I di r (env. PROOECT_PATH) {

I/ script {

/1 echo "Tagging commt with existing version v${packageVersionFronFile}..."
I /1 Inject Gt credentials (Usernanme = Gt user, Password = Access Token)
/1 wi t hCredenti al s([user nanePassword(credential sld: env. 3@ T_CREDENTI AL_I D,

usernaneVari abl e: "G T_USERNAME", passwordVariable: "G T_ACCESS TOKEN')]) {

I /1 Configure Gt user (may not be needed if just tagging)

I sh "git config user.email \"vanthanh1998@nmeil.com"" // EDIT O use a
speci fic user

I/ sh "git config user.nane \"ThanhDVs Jenkins\""

I /1 NO commt needed here as we didn"t change package.json version via npm
version

I /] Create annotated tag using the version from package.json

I sh "git tag -a v${packageVersionFronFile} -m\"Rel ease

v${packageVersi onFronFile}\"" // Use the read version

I/ /1 Push tag using HTTPS URL with enbedded token

I def repoUrl = scm user Renot eConfigs[O0]. url

I if (!'repoUrl || !'repoUrl.startsWth("https://")) {

I error "Could not determ ne HTTPS repository URL from SCM
configuration."

/1 }

I def repoUrl Cean = repoUrl.replaceAl |l (/https?:\/\/[MN/]+@, "https://")

/1 def pushUl = repoUrl Clean.replaceFirst("https://",

"https://${G T_USERNAME} : ${ G T_ACCESS_TCKEN} @)

/1 /1 Push only the tag
/1 sh "git push ${pushurl}
refs/tags/ v${ packageVer si onFronFi | e}: refs/tags/v${packageVersi onFronFile}"

I echo "Version tag v${packageVersionFronfil e} pushed successfully."
/1 }
/1 }
/1 }
/1 }
/1 }
}

/] Post-build actions
post {
/1 Al'ways run cl eanup
al ways {
echo "Build finished. Ceaning up..."
/1 Clean up sensitive .npnrc file
di r (env. PROOECT_PATH) {



script {
try {
sh "rm-f .npnrc"
} catch (err) {
echo "Coul d not delete .npnrc (maybe it doesn't exist): ${err.get Message()}"
}

}

/1 On success
success {
echo "Pipeline successful!"

/1 Save artifacts if need
/] archiveArtifacts artifacts: '"**/*.tgz', allowEnptyArchive: true

echo "d eani ng up workspace. .."
del eteDir ()

echo "Sendi ng success notification to Discord..."
script {
/1 Send
wi t hCredential s([string(credentialsld: "${env. D SCORD WEBHOOK} ", vari abl e:
' DI SCORD_WEBHOOK_URL_SECRET"' )]) {
di scor dSend(
webhookURL: DI SCORD WEBHOOK_URL_SECRET,
title: "? Success: ${env.JOB_NAVE}",
description: "Job ~${env.JOB_NAME}  build #${env. BU LD_NUMBER} published package
" ${ packageNane} @{ packageVer si onFronFil e} successfully.\nBuild Log: ${env.BU LD URL}.\nPackage URL:
${verdacci oPackageUr|}",
result: "SUCCESS",
I'ink: env.BU LD _URL,
footer: "Jenkins Build Notification"

}

/'l On failure
failure {
echo "Pipeline failed!"

echo "Sending failure notification to Discord..."
script {
/1 Send
wi thCredential s([string(credentialsld: "${env. D SCORD WEBHOOK} ", vari abl e:
' DI SCORD_WEBHOOK_URL_SECRET' )]) {
di scor dSend(
webhookURL: DI SCORD WEBHOOK_URL_SECRET,
title: "? Failure: ${env.JOB_NAME}",
description: "Job “${env.JOB_NAME}" build #${env. BU LD_NUMBER} failed to publish
package " ${packageNanme} .\nBuild Log: ${env.BU LD URL}",
result: "FAILURE",
l'ink: env.BU LD URL,
footer: "Jenkins Build Notification"

}

aborted {
echo "Pipeline aborted!"
echo "Sending abort notification to Discord..."
script {
/1 Send



wi t hCredential s([string(credentialsld: "${env. D SCORD WEBHOOK}", vari abl e:
' DI SCORD_WEBHOOK_URL_SECRET' )]) {
di scor dSend(
webhook URL: DI SCORD WEBHOOK_URL_ SECRET,
title: "?? Aborted: ${env.JOB_NAVE}",
description: "Build #${env.BU LD NUMBER} for job "${env.JOB_NAME} " was aborted.",
result: "ABORTED',
l'ink: env.BU LD URL,
footer: "Jenkins Build Notification"

unstabl e {
echo "Pipeline unstable!"

echo "Sending unstable notification to Discord..."
script {
wi t hCredential s([string(credentialsld: "${env. D SCORD WEBHOOK}", vari abl e:
' DI SCORD_WEBHOOK_URL_SECRET' )]) {
di scor dSend(
webhookURL: DI SCORD WEBHOOK_URL_SECRET,
title: "?? Unstable: ${env.JOB_NAVE}",
description: "Job “${env.JOB_NAME}" build #${env. BUI LD_NUMBER} fi nished with
unst abl e status during processing of package " ${packageNane} .\nBuild Log: ${env.BU LD URL}",
resul t: "UNSTABLE",
l'ink: env.BU LD_URL,
footer: "Jenkins Build Notification"



Cl/CD cho Verdaccio vai
GitHub Actions

Ly do chuyén tu Jenkins sang GitHub
Actions

??n gi?n hoa cai ??t va b?o tri

Jenkins la mét hé thong lau doi véi rat nhiéu plug-in phic tap. Khi cai dat va bao tri rat dé gap van
dé véi cac plug-in.

Véi GitHub Actions. GitHub da lo phan quan ly may chud va ban c6 thé tuy chon trién khai Runner
(tuong tu Agent) hoac chon s dung Runner cta GitHub (mién phi cé gidi han).

??n gi?n hoa quy trinh

Khi code dugc luu trr trén GitHub ban sé dé dang cai dat va kich hoat quy trinh. Khéng can phai
config webhook dé& néi tir GitHub sang Jenkins.

C?ng ??ng m?nh m?

V3&i GitHub Actions ban c6 thé tan dung sitc manh ctia céng déng GameCl d& tao san cac Action cuc
ky manh dugc nhiéu ngudi ki€m chiing. Gilp ban tiét kiém dugc ca déng thoi gian viét va sura 16i
kich ban.

Tinh ?n ??nh cao va g?n nh? mi?n phi

So véi self-host minh dang cé thi ha tang cta GitHub vugt tréi hon vé moi mat. Tu sic manh xu ly,
tinh 6n dinh...

Véi nguoi dung mién phi GitHub Actions gigi han 2000 phat véi cac repo private. Cac repo clia minh
chu yéu la public, va téc do publish la rat nhanh (chi khodng 15s) thi GitHub Actions cé thé coi la
mién phi d6i véi minh

Cac budc thuc hién

T7?0 bi?n mai tr??ng



Chudng ta can chuan bi 2 bién moi truong dé luu trir token dang nhap Verdaccio (VERDACCI O TOKEN) va
Discord Webhook (DI SCORD WEBHOOK)

Lay Verdaccio token

1. Chay Iénh npm 1 ogin --registry https://youraddress.com
2. Tién hanh dang nhap
3.1 Trén Windows
M& hop thoai Run (Win + R) va dién %SERPROFI LE% . npnrc¢ Va Enter
3.2 Trén MacOS/Linux
Dung Iénh cat ~/. npnrc
4. Ban thay dong c6 dang sau
/'I'youraddress. cont: _aut hToken="npm XXXXXXXXXXXXXXXXX_XXXXXXXXXXXX"

Phan nam trong dau nhay kép chinh la token ban can.

Lay Discord webhook

1. Truy cap server cla ban

2. M@ settings cGa channel ban muén nhan tin nhan
3. Chon muc Integrations (tich hgp) > Webhook

4. Tai day thém mdai hoac sao lay URL Webhook da cé.

Vi?t k?ch b?n cho GitHub Actions

Tao file . gi t hub/ wor kf | ows/ publ i sh-verdacci o. yni ngay trong thu muc géc cua repo.

Vé nbi dung file publ i sh-verdaccio. ymi thi tham khdo doan code dudi day.
Nhé thay déi wor ki ng-directory cho phu hop véi du an dang lam viéc

Kich ban dudi dugc kich hoat khi tag méi dugc push 1én bat dau bang chir "v" (vi du: v1.1.1)
Vay nén sau khi push commit nhé tao va push tag dé workflow nay dugc kich hoat.

nanme: Publish UPM Package
run-name: ? ${{ github.event.repository.nane }}@{{ github.ref_nane }} ? Verdaccio

# Triggered when a Gt Tag matching v* is pushed
on:
push:
tags:
- ‘V*'

j obs:
publ i sh- package:
runs-on: ubuntu-I atest

#
# ? PER-PRQJECT CONFI G —change this ONE |ine when copying to a new project
#




defaul ts:
run:

wor ki ng-di rectory: Assets/CustonPackages/ Utilities

#

#?

SHARED CONFI G —sane across all your projects, rarely changes

#

env:

REG STRY_URL: https://upm thanhdv. com
NODE_VERSI ON: ' 22. X'

st eps:

#

H* B O HH

Step 1: Checkout the source code at the pushed tag
nane: Checkout source
uses: actions/ checkout @4

Step 2: Set up Node.js and point to your Verdaccio registry
nanme: Setup NodeJS & Registry
uses: actions/setup-node@4
wi t h:
node-version: ${{ env. NODE_VERSI ON }}
registry-url: ${{ env.REG STRY_URL }}

Step 3: Extract package info from package.json for Discord notification.

- nane: technical id (e.g. "comtayx.graphy") —used in URL & registry

- version: senver string

- displayName: hunman-friendly nane (e.g. "Gaphy") —used in Discord title.

Falls back to "name’ if displayNanme is not set in package.json.

name: Extract Package Info

id: pkg-info

run: |
echo "nane=$(node -p "require('./package.json').nane")" >> $d THUB_OUTPUT
echo "version=$(node -p "require('./package.json').version")" >> $G THUB_OUTPUT
echo "display_nane=$(node -p "require('./package.json').displayName ||

require('./package.json').nane")" >> $G THUB_CUTPUT

#

Step 4: Pack and publish to Verdaccio using the secure token.
nane: Publish to Verdaccio
run: npm publish
env:
NODE_AUTH_TOKEN: ${{ secrets. VERDACCI O TOKEN }}

Step 5: Send a Discord notification based on job result

1. Notify on SUCCESS
nanme: Discord Notification (Success)
if: success()
uses: sarisialactions-status-discord@1
wi t h:
webhook: ${{ secrets. D SCORD_WEBHOOK }}
usernanme: "G tHub Actions Cl/CD'
status: success
nodetail: true # Renpves extra detail lines (author, branch, conmmt) fromthe notification
title: "? Success: ${{ steps.pkg-info.outputs.display_name }} v${{ steps.pkg-

info.outputs.version }}"

description: |
Bui ld **#${{ github.run_nunber }}** published package "${{ steps.pkg-info.outputs.nane }}@{{

st eps. pkg-i nfo. outputs.version }}  successfully.

**Build Log: ** ${{ github.server_url }}/${{ github.repository }}/actions/runs/${{

github.run_id }}

#

**Package URL:** ${{ env.REG STRY_URL }}/-/web/detail/${{ steps.pkg-info.outputs.nanme }}

2. Notify on FAILURE

nanme: Discord Notification (Failure)

if: failure()

uses: sarisialactions-status-discord@1



wi t h:
webhook: ${{ secrets. D SCORD_VWEBHOXK }}
username: "G tHub Actions Cl/CD'
status: failure
nodetail: true
title: "? Failure: ${{ steps.pkg-info.outputs.display_nane || github.event.repository.nanme }}
${{ github.ref_nane }}"
description:
Buil d **#${{ github.run_nunber }}** failed for package ~${{ steps.pkg-info.outputs.nane |
gi thub. event.repository.nane }}° at tag ~${{ github.ref_name }}°
**Reason: ** Publish step failed
**Bui |l d Log:** ${{ github.server_url }}/${{ github.repository }}/actions/runs/${{
github.run_id }}

# 3. Notify on CANCELLED
- nanme: Discord Notification (Cancell ed)
if: cancelled()
uses: sarisialactions-status-discord@l
with:
webhook: ${{ secrets. D SCORD_WEBHOX }}
usernanme: "G tHub Actions Cl/CD'
status: cancel | ed
nodetail: true
title: "?? Cancelled: ${{ steps.pkg-info.outputs.display_nane || github.event.repository.nane
1} ${{ github.ref_nane }}"
description:
Buil d **#${{ github.run_nunber }}** for job “${{ github.workflow }}  at tag " ${{
gi thub.ref_nanme }}" was aborted nanual ly.
**Bui |l d Log: ** ${{ github.server_url }}/${{ github.repository }}/actions/runs/${{
github.run_id }}

Ki?m tra
Sau khi push ban cé thé truy cap repo trén GitHub dé kiém tra.
Truy cap Menu Actions

Néu thay bén side tab cé hién workflow ban vira tao tdc 1a d& khong ¢ 16i cd phap va GitHub da
nhan dugc workflow.

Hi€n thi nhu hinh dudi tic [a da publish thanh cong.

¢> Code (D Issues I Pullrequests & Agents () Actions [ Projects [0 wiki () Security and quality [~ Insights

Actions New workflow All workflows

All workflows

Verdaccio 1 workflow run

Fix SceneSwitcher and change CI/CD

€ Caches T T

@ Usage metrics

@ Performance metrics
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